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QUESTION 1

A user working in the Amazon EC2 console increased the size of an Amazon Elastic Block Store (Amazon EBS) volume
attached to an Amazon EC2 Windows instance. The change is not reflected in the file system. What should a SysOps
administrator do to resolve this issue? 

A. Extend the file system with operating system-level tools to use the new storage capacity. 

B. Reattach the EBS volume to the EC2 instance. 

C. Reboot the EC2 instance that is attached to the EBS volume. 

D. Take a snapshot of the EBS volume. Replace the original volume with a volume that is created from the snapshot. 

Correct Answer: B 

 

QUESTION 2

A company uses Amazon S3 to aggregate raw video footage from various media teams across the US. The company
recently expanded into new geographies in Europe and Australia. The technical teams located in Europe and Australia
reported delays when uploading large video tiles into the destination S3 bucket m toe United States. 

What are the MOST cost-effective ways to increase upload speeds into the S3 bucket? (Select TWO.) 

A. Create multiple AWS Direct Connect connections between AWS and branch offices in Europe and Australia tor He
uploads into the destination S3 bucket 

B. Create multiple AWS Site-to-Site VPN connections between AWS and branch offices in Europe and Australia for file
uploads into the destination S3 bucket. 

C. Use Amazon S3 Transfer Acceleration for file uploads into the destination S3 bucket. 

D. Use AWS Global Accelerator for file uploads into the destination S3 bucket from the branch offices in Europe and
Australia. 

E. Use multipart uploads for file uploads into the destination S3 bucket from the branch offices in Europe and Australia. 

Correct Answer: CE 

 

QUESTION 3

A database is running on an Amazon RDS Mufti-AZ DB instance. A recent security audit found the database to be out of
compliance because it was not encrypted. Which approach will resolve the encryption requirement? 

A. Log in to the RDS console and select the encryption box to encrypt the database 

B. Create a new encrypted Amazon EBS volume and attach it to the instance 

C. Encrypt the standby replica in the secondary Availability Zone and promote it to the primary instance. 

D. Take a snapshot of the RDS instance, copy and encrypt the snapshot and then restore to the new RDS instance 



Correct Answer: D 

 

QUESTION 4

A SysOps administrator has successfully deployed a VPC with an AWS Cloud Formation template The SysOps
administrator wants to deploy me same template across multiple accounts that are managed through AWS
Organizations. Which solution will meet this requirement with the LEAST operational overhead? 

A. Assume the OrganizationAccountAcccssKolc IAM role from the management account. Deploy the template in each of
the accounts 

B. Create an AWS Lambda function to assume a role in each account Deploy the template by using the AWS
CloudFormation CreateStack API call 

C. Create an AWS Lambda function to query fc a list of accounts Deploy the template by using the AWS Cloudformation
CreateStack API call. 

D. Use AWS CloudFormation StackSets from the management account to deploy the template in each of the accounts 

Correct Answer: D 

Explanation: AWS CloudFormation StackSets extends the capability of stacks by enabling you to create, update, or
delete stacks across multiple accounts and AWS Regions 

 

QUESTION 5

An application accesses data through a file system interface. The application runs on Amazon EC2 instances in multiple
Availability Zones, all of which must share the same data. While the amount of data is currently small, the company
anticipates that it will grow to tens of terabytes over the lifetime of the application. 

What is the MOST scalable storage solution to fulfill this requirement? 

A. Connect a large Amazon EBS volume to multiple instances and schedule snapshots. 

B. Deploy Amazon EFS in the VPC and create mount targets in multiple subnets. 

C. Launch an EC2 instance and share data using SMB/CIFS or NFS. 

D. Deploy an AWS Storage Gateway cached volume on Amazon EC2. 

Correct Answer: B 

 

QUESTION 6

A SysOps administrator created an Amazon VPC with an IPv6 CIDR block, which requires access to the internet.
However, access from the internet towards the VPC is prohibited. After adding and configuring the required components
to the VPC. the administrator is unable to connect to any of the domains that reside on the internet. 

What additional route destination rule should the administrator add to the route tables? 

A. Route ;:/0 traffic to a NAT gateway 



B. Route ::/0 traffic to an internet gateway 

C. Route 0.0.0.0/0 traffic to an egress-only internet gateway 

D. Route ::/0 traffic to an egress-only internet gateway 

Correct Answer: D 

Explanation: https://docs.aws.amazon.com/vpc/latest/userguide/egress-only-internet- gateway.html 

 

QUESTION 7

A company manages an application that uses Amazon ElastiCache for Redis with two extra-large nodes spread across
two different Availability Zones. The company\\'s IT team discovers that the ElastiCache for Redis cluster has 75%
freeable memory. The application must maintain high availability. 

What is the MOST cost-effective way to resize the cluster? 

A. Decrease the number of nodes in the ElastiCache for Redis cluster from 2 to 1. 

B. Deploy a new ElastiCache for Redis cluster that uses large node types. Migrate the data from the original cluster to
the new cluster. After the process is complete, shut down the original duster. 

C. Deploy a new ElastiCache for Redis cluster that uses large node types. Take a backup from the original cluster, and
restore the backup in the new cluster. After the process is complete, shut down the original cluster. 

D. Perform an online resizing for the ElastiCache for Redis cluster. Change the node types from extra-large nodes to
large nodes. 

Correct Answer: D 

https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/scaling-redis-cluster- mode-enabled.html As demand
on your clusters changes, you might decide to improve performance or reduce costs by changing the number of shards
in your Redis (cluster mode enabled) cluster. We recommend using online horizontal scaling to do so, because it allows
your cluster to continue serving requests during the scaling process. https://docs.aws.amazon.com/AmazonElastiCache/
latest/red-ug/redis-cluster-vertical- scaling-scaling-down.html 

 

QUESTION 8

A company has a stateless application that is hosted on a fleet of 10 Amazon EC2 On- Demand Instances in an Auto
Scaling group. A minimum of 6 instances are needed to meet service requirements. Which action will maintain uptime
for the application MOST cost-effectively? 

A. Use a Spot Fleet with an On-Demand capacity of 6 instances. 

B. Update the Auto Scaling group with a minimum of 6 On-Demand Instances and a maximum of 10 On-Demand
Instances. 

C. Update the Auto Scaling group with a minimum of 1 On-Demand Instance and a maximum of 6 On-Demand
Instances. 

D. Use a Spot Fleet with a target capacity of 6 instances. 



Correct Answer: A 

 

QUESTION 9

A Sysops administrator creates an Amazon Elastic Kubernetes Service (Amazon EKS) cluster that uses AWS Fargate.
The cluster is deployed successfully. The Sysops administrator needs to manage the cluster by using the kubect1
command line tool. 

Which of the following must be configured on the Sysops administrator\\'s machine so that kubect1 can communicate
with the cluster API server? 

A. The kubeconfig file 

B. The kube-proxy Amazon EKS add-on 

C. The Fargate profile 

D. The eks-connector.yaml file 

Correct Answer: A 

Explanation: The kubeconfig file is a configuration file used to store cluster authentication information, which is required
to make requests to the Amazon EKS cluster API server. The kubeconfig file will need to be configured on the SysOps
administrator\\'s machine in order for kubectl to be able to communicate with the cluster API server.
https://aws.amazon.com/blogs/developer/running-a-kubernetes-job-in-amazon-eks-on-aws- fargate-using-aws-
stepfunctions/ 

 

QUESTION 10

A company has a high-performance Windows workload. The workload requires a storage volume mat provides
consistent performance of 10.000 KDPS. The company does not want to pay for additional unneeded capacity to
achieve this performance. 

Which solution will meet these requirements with the LEAST cost? 

A. Use a Provisioned IOPS SSD (lol) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
provisioned IOPS 

B. Use a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
provisioned IOPS. 

C. Use an Amazon Elastic File System (Amazon EFS) file system w\ Max I/O mode. 

D. Use an Amazon FSx for Windows Fife Server foe system that is configured with 10.000 IOPS 

Correct Answer: A 

 

QUESTION 11

A SysOps administrator recently configured Amazon S3 Cross-Region Replication on an S3 bucket Which of the
following does this feature replicate to the destination S3 bucket by default? 



A. Objects in the source S3 bucket for which the bucket owner does not have permissions 

B. Objects that are stored in S3 Glacier 

C. Objects that existed before replication was configured 

D. Object metadata 

Correct Answer: B 

 

QUESTION 12

A company using AWS Organizations requires that no Amazon S3 buckets in its production accounts should ever be
deleted. 

What is the SIMPLEST approach the SysOps administrator can take to ensure S3 buckets in those accounts can never
be deleted? 

A. Set up MFA Delete on all the S3 buckets to prevent the buckets from being deleted. 

B. Use service control policies to deny the s3:DeleteBucket action on all buckets in production accounts. 

C. Create an IAM group that has an IAM policy to deny the s3:DeleteBucket action on all buckets in production
accounts. 

D. Use AWS Shield to deny the s3:DeleteBucket action on the AWS account instead of all S3 buckets. 

Correct Answer: B 

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps. 

html 

If you\\'re using AWS Organizations, check the service control policies for any statements that explicitly deny Amazon
S3 access. In particular, check the service control policies for statements denying the s3:PutBucketPolicy action.
https:// 

aws.amazon.com/tw/premiumsupport/knowledge-center/s3-access-denied-bucket- policy/ 
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