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QUESTION 1

What allows enforcement of policies based on business intent, enables dynamic path selection, and provides visibility
into performance and availability for applications and networks? 

A. Identity Access Management (IAM) methods 

B. Firewall as a Service (FWaaS) 

C. Instant-On Network (ION) devices 

D. Cloud Access Security Broker (CASB) 

Correct Answer: B 

 

QUESTION 2

Which element of a secure access service edge (SASE)-enabled network provides true integration of services, not
service chains, with combined services and visibility for all locations, mobile users, and the cloud? 

A. identity and network location 

B. broad network-edge support 

C. converged WAN edge and network security 

D. cloud-native, cloud-based delivery 

Correct Answer: D 

 

QUESTION 3

What is feature of Autonomous Digital Experience Management (ADEM)? 

A. It applies configuration changes and provides credential management, role-based controls, and a playbook
repository. 

B. It provides customized forms to collect and validate necessary parameters from the requester. 

C. It natively ingests, normalizes, and integrates granular data across the security infrastructure at nearly half the cost of
legacy security products attempting to solve the problem. 

D. It provides IT teams with single-pane visibility that leverages endpoint, simulated, and real-time user traffic data to
provide the most complete picture of user traffic flows possible. 

Correct Answer: D 

 

QUESTION 4



What is an advantage of next-generation SD-WAN over legacy SD-WAN solutions? 

A. It enables definition of the privileges and responsibilities of administrative users in a network. 

B. It allows configuration to forward logs to external logging destinations, such as syslog servers. 

C. It steers traffic and defines networking and security policies from an application-centric perspective, rather than a
packet-based approach. 

D. It provides the ability to push common configurations, configuration updates, and software upgrades to all or a subset
of the managed appliances. 

Correct Answer: C 

 

QUESTION 5

Which three decryption methods are available in a security processing node (SPN)? (Choose three.) 

A. SSL Outbound Proxy 

B. SSHv2 Proxy 

C. SSL Forward Proxy 

D. SSL Inbound Inspection 

E. SSH Inbound Inspection 

Correct Answer: BCD 

 

QUESTION 6

A customer currently uses a third-party proxy solution for client endpoints and would like to migrate to Prisma Access to
secure mobile user internet-bound traffic. 

Which recommendation should the Systems Engineer make to this customer? 

A. With the explicit proxy license add-on, set up GlobalProtect. 

B. With the mobile user license, set up explicit proxy. 

C. With the explicit proxy license, set up a service connection. 

D. With the mobile user license, set up a corporate access node. 

Correct Answer: B 

 

QUESTION 7

How does the Palo Alto Networks secure access service edge (SASE) solution enable Zero Trust in a customer
environment? 



A. It stops attacks that use DNS for command and control or data theft. 

B. It feeds threat intelligence into an automation engine for rapid and consistent protections. 

C. It classifies sites based on content, features, and safety. 

D. It continuously validates every stage of a digital interaction. 

Correct Answer: D 

 

QUESTION 8

How can a network engineer export all flow logs and security actions to a security information and event management
(SIEM) system? 

A. Enable syslog on the Instant-On Network (ION) device. 

B. Use a zone-based firewall to export directly through application program interface (API) to the SIEM. 

C. Enable Simple Network Management Protocol (SNMP) on the Instant-On Network (ION) device. 

D. Use the centralized flow data-export tool built into the controller. 

Correct Answer: A 

 

QUESTION 9

What is a benefit of deploying secure access service edge (SASE) with a secure web gateway (SWG) over a SASE
solution without a SWG? 

A. A heartbeat connection between the firewall peers ensures seamless failover in the event that a peer goes down. 

B. It prepares the keys and certificates required for decryption, creating decryption profiles and policies, and configuring
decryption port mirroring. 

C. Protection is offered in the cloud through a unified platform for complete visibility and precise control over web access
while enforcing security policies that protect users from hostile websites. 

D. It creates tunnels that allow users and systems to connect securely over a public network as if they were connecting
over a local area network (LAN). 

Correct Answer: C 

 

QUESTION 10

What is a key benefit of CloudBlades? 

A. automation of UI workflow without any code development and deployment of Prisma SD-WAN ION devices 

B. utilization of near real-time analysis to detect previously unseen, targeted malware and advanced persistent threats 



C. identification of port-based rules so they can be converted to application-based rules without compromising
application availability 

D. configuration of the authentication source once instead of for each authentication method used 

Correct Answer: A 

 

QUESTION 11

What is a differentiator between the Palo Alto Networks secure access service edge (SASE) solution and competitor
solutions? 

A. path analysis 

B. playbooks 

C. ticketing systems 

D. inspections 

Correct Answer: A 

 

QUESTION 12

What is a disadvantage of proxy secure access service edge (SASE) when compared to an inline SASE solution? 

A. Proxies force policy actions to be treated as business decisions instead of compromises due to technical limitations. 

B. Teams added additional tools to web proxies that promised to solve point problems, resulting in a fragmented and
ineffective security architecture. 

C. Proxy solutions require an unprecedented level of interconnectivity. 

D. Exclusive use of web proxies leads to significant blind spots in traffic and an inability to identify applications and
threats on non-standard ports or across multiple protocols. 

Correct Answer: D 
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