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QUESTION 1

In an SP-initiated SAML 2.0 flow, the SP will never redirect to Okta if the session is already active 

Solution: It will always redirect to Okta and in this case only - will promt the user for re- authentication by manually
entering Okta credentials 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 2

How can SAML provision attributes via JIT? Or even create users? Solution: By including specific information in the
GET API call 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 3

On a Windows machine, which is the right behavior if you try to sign into your Okta org and agentless DSSO is properly
configured for it? 

Solution: You will be automatically redirected to The Okta Sign In page for your organization, where you need to fill in
with your AD credentials 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 4

Provisioning actions between cloud-based apps / on-premises apps and Okta are completed by using: Solution: The
OIDC standard 

A. Yes 

B. No 

Correct Answer: B 



 

QUESTION 5

Does Okta require an Agent to sit in-between Okta to SCIM-enabled app on premises requests? 

Solution: Yes, and AD Agent 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 6

When using Okta Expression Language, which variable type results out of this Okta Expression?
isMemberOfGroup("groupId") 

Solution: Array 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 7

Can you map the Okta user ID as an Office 365 Immutable ID? 

Solution: Not possible, as Office 365 requires an Immutable ID extracted from either On- Prem AD or Azure AD 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 8

Which of the following is / are Okta required attributes? Solution: None of the above 

A. Yes 

B. No 

Correct Answer: A 

 



QUESTION 9

With Okta Retention Policy, App generated data and reporting based on log data older than how many months is
automatically removed (not considering the Backup Data)? Solution: This data is never removed, as per GDPR 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 10

What does it mean: "Mapping Direction AD to Okta"? 

Solution: Indicates a schema of attribute values flowing Okta towards AD 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

Which port and which of the: \\'http\\' or SSL enabled connections does Okta recommend? Solution: Port 443 and http
connections 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 12

The Okta On-Prem MFA Agent acts as a Radius client and communicates with the RADIUS enabled On-Prem server,
including RSA Authentication manager for RSA SecurIDs. This basically allows your organization to leverage Second
Factor from a variety of On-Premises multifactor authentication tools. 

Solution: The statement is false 

A. Yes 

B. No 

Correct Answer: B 
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