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QUESTION 1
Which of the following can function in an unsecure mode?
A. SNMPv3
B. SSH
C. SSL
D. SCP
Correct Answer: A
SNMPv3 makes no changes to the protocol aside from the addition of cryptographic security, it looks much different due
to new textual conventions, concepts, and terminology.SNMPv3 primarily added security and remote configuration
enhancements to SNMP

QUESTION 2
Ann, a technician, installs a new WAP and users are able to connect; however, users cannot access the Internet. Which
of the following is the MOST likely cause of the problem?
A. The signal strength has been degraded and latency is increasing hop count.
B. An incorrect subnet mask has been entered in the WAP configuration.
C. The signal strength has been degraded and packets are being lost.
D. Users have specified the wrong encryption type and routes are being rejected.
Correct Answer: B
Due to wrong subnet entered user is unable to communicate with anyone so to communicate he needs to be in right
subnet.

QUESTION 3
Which of the following protocols are used to view and send mail from a local host off of a remote server? (Select TWO).
A. TFTP
B. SNMP
C. POP3
D. IMAP4
E. SFTP
Correct Answer: CD

QUESTION 4
After a network technician has added a new workstation and cabling to the network, users report the network is very
slow. The activity lights on all switches are blinking rapidly, showing large amounts of traffic. Which of the following is
the BEST explanation for the traffic?
A. The new user is downloading large files.
B. The router failed, flooding the network with beacons.
C. The new user\\'s IP address is a duplicate.
D. A switching loop was created.
Correct Answer: D
Switching loop or Bridge loop occurs in computer networks when there is more than one Layer 2 (OSI model) path
between two endpoints (e.g. multiple connections between two network switches or two ports on the same switch
connected to each other). The loop creates broadcast radiation as broadcasts and multicasts are forwarded by switches
out every port, the switch or switches will repeatedly rebroadcast the broadcast messages flooding the network.

QUESTION 5
The network administrator just upgraded all of the WAPs to new ones with 2.4 GHz b/g/n support. The new WAPs reuse
the same location and channel as the previous one and with no new external interference detected. However,
performance issues are now occurring that did not exist before.
Which of the following would correct the issue?
A. Configure Wi-Fi Multimedia support
B. Use only 20 MHz channel bandwidth
C. Enable band steering to use 802.11n
D. Configure Quality of Service
Correct Answer: B

QUESTION 6
Which of the following commands can a network technician use to check whether the DNS server for a given domain is
reachable?
A. nmap
B. nbtstat

C. dig
D. arp
Correct Answer: C
The command dig is a tool for querying DNS nameservers for information about host addresses, mail exchanges,
nameservers, and related information. This tool can be used from any Linux (Unix) or Macintosh OS X operating
system. The most typical use of dig is to simply query a single host.

QUESTION 7
A technician wants to separate networks on a switch. Which of the following should be configured to allow this?
A. VLAN
B. Trunking
C. Spanning tree
D. Traffic filtering
Correct Answer: A
A VLAN is a group of end stations in a switched network that is logically segmented by function, project team, or
application, without regard to the physical locations of the users. VLANs have the same attributes as physical LANs, but
you can group end stations even if they are not physically located on the same LAN segment.

QUESTION 8
The company is setting up a new website that will be requiring a lot of interaction with external users. The website
needs to be accessible both externally and internally but without allowing access to internal resources. Which of the
following would MOST likely be configured on the firewall?
A. PAT
B. DHCP
C. DMZ
D. NAT
Correct Answer: C
DMZ is a physical or logical subnetwork that contains and exposes an organization\\'s external-facing services to a
larger and untrusted network, usually the Internet. The purpose of a DMZ is to add an additional layer of security to an
organization\\'s local area network (LAN); an external attacker only has access to equipment in the DMZ, rather than
any other part of the network.

QUESTION 9

A user reports that they keep getting disconnected on the wireless network. After further investigation, the technician
confirms that this occurs only in that user\\'s office. Which of the following would MOST likely cause them to lose their
connection?
A. Encryption type
B. Disabled wireless adapter
C. SSID mismatch
D. Interference
Correct Answer: D

QUESTION 10
A network administrator is implementing a wireless honeypot to detect wireless breach attempts. The honeypot must
implement weak encryption to lure malicious users into easily breaking into the network. Which of the following should
the network administrator implement on the WAP?
A. WPA
B. WPA2
C. WEP
D. VPN
Correct Answer: C
Wired Equivalent Privacy (WEP) is a security algorithm for IEEE 802.11 wireless networks. Introduced as part of the
original 802.11 standard ratified in September 1999, its intention was to provide data confidentiality comparable to that
of a traditional wired network.WEP, recognizable by the key of 10 or 26 hexadecimal digits, is widely in use and is often
the first security choice presented to users by router configuration tools

QUESTION 11
Which of the following protocols would the network administrator use to protect login credentials when accessing a
router terminal session?
A. SCP
B. SNMPv3
C. SSL
D. SSH
Correct Answer: D

QUESTION 12
Which of the following WAN technology types are mainly used over POTS lines to provide Internet connectivity? (Select
TWO).
A. Dialup
B. DSL
C. SONET
D. Cable
E. WiMAX
F. LTE
Correct Answer: AB
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