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QUESTION 1

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to
assumptions resulting in a particular security problem, emergency, or state of affairs? 

A. Disaster recovery plan 

B. Contingency plan 

C. Continuity of Operations Plan 

D. Business continuity plan 

Correct Answer: B 

 

QUESTION 2

Which of the following are the examples of administrative controls? Each correct answer represents a complete solution.
Choose all that apply. 

A. Security awareness training 

B. Security policy 

C. Data Backup 

D. Auditing 

Correct Answer: AB 

 

QUESTION 3

Which of the following laws is defined as the Law of Nations or the legal norms that has developed through the
customary exchanges between states over time, whether based on diplomacy or aggression? 

A. Customary 

B. Tort 

C. Criminal 

D. Administrative 

Correct Answer: A 

 

QUESTION 4

Which of the following can be prevented by an organization using job rotation and separation of duties policies? 



A. Collusion 

B. Eavesdropping 

C. Buffer overflow 

D. Phishing 

Correct Answer: A 

 

QUESTION 5

Which of the following steps is the initial step in developing an information security strategy? 

A. Perform a technical vulnerabilities assessment. 

B. Assess the current levels of security awareness. 

C. Perform a business impact analysis. 

D. Analyze the current business strategy. 

Correct Answer: D 

 

QUESTION 6

You work as a Forensic Investigator. Which of the following rules will you follow while working on a case? Each correct
answer represents a part of the solution. Choose all that apply. 

A. Prepare a chain of custody and handle the evidence carefully. 

B. Examine original evidence and never rely on the duplicate evidence. 

C. Never exceed the knowledge base of the forensic investigation. 

D. Follow the rules of evidence and never temper with the evidence. 

Correct Answer: ABCD 

 

QUESTION 7

SIMULATION 

Fill in the blank with an appropriate phrase.______________ is used to provide security mechanisms for the storage,
processing, and transfer of data. 

Correct Answer: Data classification 

 

 



QUESTION 8

Against which of the following does SSH provide protection? Each correct answer represents a complete solution.
Choose two. 

A. IP spoofing 

B. Broadcast storm 

C. Password sniffing 

D. DoS attack 

Correct Answer: AC 

 

QUESTION 9

Which of the following refers to an information security document that is used in the United States Department of
Defense (DoD) to describe and accredit networks and systems? 

A. SSAA 

B. FITSAF 

C. FIPS 

D. TCSEC 

Correct Answer: A 

 

QUESTION 10

Which of the following is a process of monitoring data packets that travel across a network? 

A. Password guessing 

B. Packet sniffing 

C. Shielding 

D. Packet filtering 

Correct Answer: B 

 

QUESTION 11

Which of the following access control models are used in the commercial sector? Each correct answer represents a
complete solution. Choose two. 

A. Clark-Biba model 



B. Clark-Wilson model 

C. Bell-LaPadula model 

D. Biba model 

Correct Answer: BD 

 

QUESTION 12

Which of the following processes is a structured approach to transitioning individuals, teams, and organizations from a
current state to a desired future state? 

A. Risk management 

B. Configuration management 

C. Change management 

D. Procurement management 

Correct Answer: C 
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