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QUESTION 1

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data
stored on a disk on a file-by-file basis? 

A. Twofish 

B. Digital certificates 

C. Public key 

D. RSA 

Correct Answer: BC 

 

QUESTION 2

You work as a Chief Security Officer for Tech Perfect Inc. The company has an internal room without any window and is
totally in darkness. For security reasons, you want to place a device in the room. Which of the following devices is best
for that room? 

A. Photoelectric motion detector 

B. Badge 

C. Closed-circuit television 

D. Alarm 

Correct Answer: A 

 

QUESTION 3

Which of the following types of firewall functions at the Session layer of OSI model? 

A. Circuit-level firewall 

B. Application-level firewall 

C. Packet filtering firewall 

D. Switch-level firewall 

Correct Answer: A 

 

QUESTION 4

Which of the following types of halon is found in portable extinguishers and is stored as a liquid? 



A. Halon-f 

B. Halon 1301 

C. Halon 11 

D. Halon 1211 

Correct Answer: D 

 

QUESTION 5

You work as a Network Administrator for company Inc. The company has deployed an ASA at the network perimeter.
Which of the following types of firewall will you use to create two different communications, one between the client and
the firewall, and the other between the firewall and the end server? 

A. Stateful firewall 

B. Endian firewall 

C. Packet filter firewall 

D. Proxy-based firewall 

Correct Answer: D 

 

QUESTION 6

You are responsible for security at a building that has a lot of traffic. There are even a significant number of non-
employees coming in and out of the building. You are concerned about being able to find out who is in the building at a
particular time. What is the simplest way to accomplish this? 

A. Implement a sign in sheet at the main entrance and route all traffic through there. 

B. Have all people entering the building use smart cards for access. 

C. Implement biometric access. 

D. Implement cameras at all entrances. 

Correct Answer: A 

 

QUESTION 7

Which of the following are the countermeasures against a man-in-the-middle attack? Each correct answer represents a
complete solution. Choose all that apply. 

A. Using public key infrastructure authentication. 

B. Using basic authentication. 



C. Using Secret keys for authentication. 

D. Using Off-channel verification. 

Correct Answer: ACD 

 

QUESTION 8

Kerberos is a computer network authentication protocol that allows individuals communicating over a non- secure
network to prove their identity to one another in a secure manner. Which of the following statements are true about the
Kerberos authentication scheme? Each correct answer represents a complete solution. Choose all that apply. 

A. Kerberos requires continuous availability of a central server. 

B. Dictionary and brute force attacks on the initial TGS response to a client may reveal the subject\\'s passwords. 

C. Kerberos builds on Asymmetric key cryptography and requires a trusted third party. 

D. Kerberos requires the clocks of the involved hosts to be synchronized. 

Correct Answer: ABD 

 

QUESTION 9

Which of the following methods for identifying appropriate BIA interviewees\\' includes examining the organizational
chart of the enterprise to understand the functional positions? 

A. Executive management interviews 

B. Overlaying system technology 

C. Organizational chart reviews 

D. Organizational process models 

Correct Answer: C 

 

QUESTION 10

The OSI reference model is divided into layers and each layer has a specific task to perform. At which layer of OSI
model is the File and Print service performed? 

A. Session layer 

B. Presentation layer 

C. Transport layer 

D. Application layer 

Correct Answer: D 



 

QUESTION 11

You are implementing some security services in an organization, such as smart cards, biometrics, access control lists,
firewalls, intrusion detection systems, and clipping levels. Which of the following categories of implementation of the
access control includes all these security services? 

A. Administrative access control 

B. Logical access control 

C. Physical access control 

D. Preventive access control 

Correct Answer: B 

 

QUESTION 12

Which of the following methods offers a number of modeling practices and disciplines that contribute to a successful
service-oriented life cycle management and modeling? 

A. Service-oriented modeling framework (SOMF) 

B. Service-oriented modeling and architecture (SOMA) 

C. Sherwood Applied Business Security Architecture (SABSA) 

D. Service-oriented architecture (SOA) 

Correct Answer: A 
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