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QUESTION 1

Which three types of attacks would a 2-Factor Authentication solution help garden against?
A. Key logging attacks

B. Network perimeter attacks

C. Phishing attacks

D. Dictionary attacks

E. Man-in-the-middle attacks

Correct Answer: ABD

QUESTION 2

Universal containers(UC) wants to integrate a third-party reward calculation system with salesforce to calculate rewards.
Rewards will be calculated on a schedule basis and update back into salesforce. The integration between Salesforce
and the reward calculation system needs to be secure. Which are the recommended best practices for using Oauth
flows in this scenario? Choose 2 answers

A. Oauth refresh token flow

B. Oauth SAML bearer assertion flow

C. Oauthjwt bearer token flow

D. Oauth Username-password flow

Correct Answer: BC

QUESTION 3

Which two statements are capable of Identity Connect? Choose 2 answers

A. Synchronization of Salesforce Permission Set Licence Assignments.

B. Supports both Identity-Provider-Initiated and Service-Provider-Initiated SSO.
C. Support multiple orgs connecting to multiple Active Directory servers.

D. Automated user synchronization and de-activation.

Correct Answer: BD

QUESTION 4



Universal containers (UC) has a custom, internal-only, mobile billing application for users who are commonly out of the

office. The app is configured as a connected App in salesforce. Due to the nature of this app, UC would like to take the

appropriate measures to properly secure access to the app. Which two are recommendations to make the UC? Choose
2 answers

A. Disallow the use of single Sign-on for any users of the mobile app.

B. Require high assurance sessions in order to use the connected App

C. Use Google Authenticator as an additional part of the logical processes.

D. Set login IP ranges to the internal network for all of the app users profiles.

Correct Answer: BC

QUESTION 5

Universal Containers (UC) is rolling out its new Customer Identity and Access Management Solution built on top of its
existing Salesforce instance. UC wants to allow customers to login using Facebook, Google, and other social sign-on
providers.

How should this functionality be enabled for UC, assuming ail social sign-on providers support OpenlD Connect?

A. Configure an authentication provider and a registration handler for each social sign-on provider.

B. Configure a single sign-on setting and a registration handler for each social sign-on provider.

C. Configure an authentication provider and a Just-In-Time (JIT) handler for each social sign-on provider.

D. Configure a single sign-on setting and a JIT handler for each social sign-on provider.

Correct Answer: A

QUESTION 6

Universal Containers (UC) has decided to use Salesforce as an Identity Provider for multiple external applications. UC
wants to use the salesforce App Launcher to control the Apps that are available to individual users. Which three steps
are required to make this happen?

A. Add each connected App to the App Launcher with a Start URL.

B. Set up an Auth Provider for each External Application.

C. Set up Salesforce as a SAML Idp with My Domain.

D. Set up Identity Connect to Synchronize user data.

E. Create a Connected App for each external application.

Correct Answer: ACE




QUESTION 7

Universal Containers (UC) has implemented SAML-based SSO solution for use with their multi-org Salesforce
implementation, utilizing one of the the orgs as the Identity Provider. One user is reporting that they can log in to the
Identity Provider org but get a generic SAML error message when accessing the other orgs. Which two considerations
should the architect review to troubleshoot the issue? Choose 2 answers

A. The Federation ID must be a valid Salesforce Username

B. The Federation ID must is case sensitive

C. The Federation ID must be in the form of an email address.

D. The Federation ID must be populated on the user record.

Correct Answer: BD

QUESTION 8

Universal Containers wants to implement SAML SSO for their internal Salesforce users using a third-party 1dP. After
some evaluation, UC decides not to set up My Domain for their Salesforce org. How does that decision impact their
SSO implementation?

A. SP-initiated SSO will not work.

B. Neither SP- nor IdP-initiated SSO will work.

C. Either SP- or IdP-initiated SSO will work.

D. IdP-initiated SSO will not work.

Correct Answer: B

QUESTION 9

Universal Containers built a custom mobile app for their field reps to create orders in Salesforce. OAuth is used for
authenticating mobile users. The app is built in such a way that when a user session expires after Initial login, a new
access token is obtained automatically without forcing the user to log in again. While that improved the field reps\\'
productivity, UC realized that they need a "logout” feature.

What should the logout function perform in this scenario, where user sessions are refreshed automatically?

A. Invoke the revocation URL and pass the refresh token.

B. Clear out the client Id to stop auto session refresh.

C. Invoke the revocation URL and pass the access token.

D. Clear out all the tokens to stop auto session refresh.

Correct Answer: A




QUESTION 10

A multinational industrial products manufacturer is planning to implement Salesforce CRM to manage their business.
They have the following requirements:

1.

They plan to implement Partner communities to provide access to their partner network.

2.

They have operations in multiple countries and are planning to implement multiple Salesforce orgs.
3.

Some of their partners do business in multiple countries and will need information from multiple Salesforce
communities.

4,

They would like to provide a single login for their partners.

How should an Identity Architect solution this requirement with limited custom development?

A. Create a partner login for the country of their operation and use SAML federation to provide access to other orgs.
B. Consolidate Partner related information in a single org and provide access through Salesforce community.

C. Allow partners to choose the Salesforce org they need information from and use login flows to authenticate access.
D. Register partners in one org and access information from other orgs using APIs.

Correct Answer: A

QUESTION 11

Universal Containers (UC) built an integration for their employees to post, view, and vote for ideas in Salesforce from an
internal Company portal. When ideas are posted in Salesforce, links to the ideas are created in the company portal
pages as part of the integration process. The Company portal connects to Salesforce using OAuth. Everything is
working fine, except when users click on links to existing ideas, they are always taken to the Ideas home page rather
than the specific idea, after authorization. Which OAuth URL parameter can be used to retain the original requested
page so that a user can be redirected correctly after OAuth authorization?

A. Redirect_uri

B. State

C. Scope

D. Callback_uri

Correct Answer: A




QUESTION 12

Universal containers (UC) has an e-commerce website while customers can buy products, make payments, and
manage their accounts. UC decides to build a customer Community on Salesforce and wants to allow the customers to
access the community for their accounts without logging in again. UC decides to implement ansp-Initiated SSO using a
SAML- BASED complaint IDP. In this scenario where salesforce is the service provider, which two activities must be
performed in salesforce to make sp-Initiated SSO work? Choose 2 answers

A. Configure SAML SSO settings.

B. Configure Delegated Authentication

C. Create a connected App

D. Set up my domain

Correct Answer: AD
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