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QUESTION 1

What is a vulnerability of an unauthenticated Dime-Heliman exchange? 

A. A hacker can replace the public values exchanged by the legitimate peers and launch an MITM attack. 

B. A brute force attack can relatively quickly derive Diffie-Hellman private values if they are able to obtain public values 

C. Diffie-Hellman with elliptic curve values is no longer considered secure in modem networks, based on NIST
recommendations. 

D. Participants must agree on a passphrase in advance, which can limit the usefulness of Diffie- Hell man in practical
contexts. 

Correct Answer: A 

 

QUESTION 2

You need to deploy an Aruba instant AP where users can physically reach It. What are two recommended options for
enhancing security for management access to the AP? (Select two ) 

A. Disable Its console ports 

B. Place a Tamper Evident Label (TELS) over its console port 

C. Disable the Web Ul. 

D. Configure WPA3-Enterpnse security on the AP 

E. install a CA-signed certificate 

Correct Answer: BE 

 

QUESTION 3

What is an example or phishing? 

A. An attacker sends TCP messages to many different ports to discover which ports are open. 

B. An attacker checks a user\\'s password by using trying millions of potential passwords. 

C. An attacker lures clients to connect to a software-based AP that is using a legitimate SSID. 

D. An attacker sends emails posing as a service team member to get users to disclose their passwords. 

Correct Answer: D 

 

QUESTION 4



Refer to the exhibit. 

You need to ensure that only management stations in subnet 192.168.1.0/24 can access the ArubaOS-

Switches\\' CLI. Web Ul. and REST interfaces The company also wants to let managers use these stations 

to access other parts of the network. 

What should you do? 

A. Establish a Control Plane Policing class that selects traffic from 192.168 1.0/24. 

B. Specify 192.168.1.0.255.255.255.0 as authorized IP manager address 

C. Configure the switch to listen for these protocols on OOBM only. 

D. Specify vlan 100 as the management vlan for the switches. 

Correct Answer: A 

 

QUESTION 5

What is a guideline for managing local certificates on an ArubaOS-Switch? 

A. Before installing the local certificate, create a trust anchor (TA) profile with the root CA certificate for the certificate
that you will install 

B. Install an Online Certificate Status Protocol (OCSP) certificate to simplify the process of enrolling and re-enrolling for
certificate 

C. Generate the certificate signing request (CSR) with a program offline, then, install both the certificate and the private
key on the switch in a single file. 

D. Create a self-signed certificate online on the switch because ArubaOS-Switches do not support CA-signed



certificates. 

Correct Answer: C 

 

QUESTION 6

Refer to the exhibit. 

You have set up a RADIUS server on an ArubaOS Mobility Controller (MC) when you created a WLAN named
"MyEmployees .You now want to enable the MC to accept change of authorization (CoA) messages from this server for
wireless sessions on this WLAN. 

What Is a part of the setup on the MC? 

A. Create a dynamic authorization, or RFC 3576, server with the 10.5.5.5 address and correct shared secret. 

B. Install the root CA associated with the 10 5.5.5 server\\'s certificate as a Trusted CA certificate. 

C. Configure a ClearPass username and password in the MyEmployees AAA profile. 

D. Enable the dynamic authorization setting in the "clearpass" authentication server settings. 

Correct Answer: B 

 

QUESTION 7

How should admins deal with vulnerabilities that they find in their systems? 

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it. 

B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE). 

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack. 



D. They should notify the security team as soon as possible that the network has already been breached. 

Correct Answer: A 

 

QUESTION 8

What are some functions of an AruDaOS user role? 

A. The role determines which authentication methods the user must pass to gain network access 

B. The role determines which firewall policies and bandwidth contract apply to the clients traffic 

C. The role determines which wireless networks (SSiDs) a user is permitted to access 

D. The role determines which control plane ACL rules apply to the client\\'s traffic 

Correct Answer: A 

 

QUESTION 9

What is a reason to set up a packet capture on an Aruba Mobility Controller (MC)? 

A. The company wants to use ClearPass Policy Manager (CPPM) to profile devices and needs to receive HTTP User-
Agent strings from the MC. 

B. The security team believes that a wireless endpoint connected to the MC is launching an attack and wants to
examine the traffic more closely. 

C. You want the MC to analyze wireless clients\\' traffic at a lower level, so that the ArubaOS firewall can control the
traffic I based on application. 

D. You want the MC to analyze wireless clients\\' traffic at a lower level, so that the ArubaOS firewall can control Web
traffic based on the destination URL. 

Correct Answer: C 

 

QUESTION 10

A. the match method 

B. the detecting devices 

C. the match type 

D. the confidence level 

Correct Answer: A 

 

QUESTION 11



What is one of the roles of the network access server (NAS) in the AAA framewonx? 

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed to access. 

B. It negotiates with each user\\'s device to determine which EAP method is used for authentication 

C. It enforces access to network services and sends accounting information to the AAA server 

D. It determines which resources authenticated users are allowed to access and monitors each users 

session 

Correct Answer: A 

 

QUESTION 12

What is a correct guideline for the management protocols that you should use on ArubaOS- Switches? 

A. Disable Telnet and use TFTP instead. 

B. Disable SSH and use https instead. 

C. Disable Telnet and use SSH instead 

D. Disable HTTPS and use SSH instead 

Correct Answer: B 
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