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QUESTION 1

A retail company is using an Amazon S3 bucket to host an ecommerce data lake. The company is using AWS Lake
Formation to manage the data lake. 

A data analytics specialist must provide access to a new business analyst team. The team will use Amazon Athena from
the AWS Management Console to query data from existing web_sales and customer tables in the ecommerce
database. The team needs read-only access and the ability to uniquely identify customers by using first and last names.
However, the team must not be able to see any other personally identifiable data. The table structure is as follows: 

Which combination of steps should the data analytics specialist take to provide the required permission by using the
principle of least privilege? (Choose three.) 

A. In AWS Lake Formation, grant the business_analyst group SELECT and ALTER permissions for the web_sales
table. 

B. In AWS Lake Formation, grant the business_analyst group the SELECT permission for the web_sales table. 

C. In AWS Lake Formation, grant the business_analyst group the SELECT permission for the customer table. Under
columns, choose filter type "Include columns" with columns fisrt_name, last_name, and customer_id. 

D. In AWS Lake Formation, grant the business_analyst group SELECT and ALTER permissions for the customer table.
Under columns, choose filter type "Include columns" with columns fisrt_name and last_name. 

E. Create users under a business_analyst IAM group. Create a policy that allows the lakeformation:GetDataAccess
action, the athena:* action, and the glue:Get* action. 

F. Create users under a business_analyst IAM group. Create a policy that allows the lakeformation:GetDataAccess
action, the athena:* action, and the glue:Get* action. In addition, allow the s3:GetObject action, the s3:PutObject action,
and the s3:GetBucketLocation action for the Athena query results S3 bucket. 

Correct Answer: BDF 



 

QUESTION 2

A company needs to store objects containing log data in JSON format. The objects are generated by eight applications
running in AWS. Six of the applications generate a total of 500 KiB of data per second, and two of the applications can 

generate up to 2 MiB of data per second. 

A data engineer wants to implement a scalable solution to capture and store usage data in an Amazon S3 bucket. The
usage data objects need to be reformatted, converted to .csv format, and then compressed before they are stored in 

Amazon S3. The company requires the solution to include the least custom code possible and has authorized the data
engineer to request a service quota increase if needed. 

Which solution meets these requirements? 

A. Configure an Amazon Kinesis Data Firehose delivery stream for each application. Write AWS Lambda functions to
read log data objects from the stream for each application. Have the function perform reformatting and .csv conversion.
Enable compression on all the delivery streams. 

B. Configure an Amazon Kinesis data stream with one shard per application. Write an AWS Lambda function to read
usage data objects from the shards. Have the function perform .csv conversion, reformatting, and compression of the
data. Have the function store the output in Amazon S3. 

C. Configure an Amazon Kinesis data stream for each application. Write an AWS Lambda function to read usage data
objects from the stream for each application. Have the function perform .csv conversion, reformatting, and compression
of the data. Have the function store the output in Amazon S3. 

D. Store usage data objects in an Amazon DynamoDB table. Configure a DynamoDB stream to copy the objects to an
S3 bucket. Configure an AWS Lambda function to be triggered when objects are written to the S3 bucket. Have the
function convert the objects into .csv format. 

Correct Answer: B 

 

QUESTION 3

A company wants to collect and process events data from different departments in near-real time. Before storing the
data in Amazon S3, the company needs to clean the data by standardizing the format of the address and timestamp
columns. The data varies in size based on the overall load at each particular point in time. A single data record can be
100 KB-10 MB. 

How should a data analytics specialist design the solution for data ingestion? 

A. Use Amazon Kinesis Data Streams. Configure a stream for the raw data. Use a Kinesis Agent to write data to the
stream. Create an Amazon Kinesis Data Analytics application that reads data from the raw stream, cleanses it, and
stores the output to Amazon S3. 

B. Use Amazon Kinesis Data Firehose. Configure a Firehose delivery stream with a preprocessing AWS Lambda
function for data cleansing. Use a Kinesis Agent to write data to the delivery stream. Configure Kinesis Data Firehose to
deliver the data to Amazon S3. 

C. Use Amazon Managed Streaming for Apache Kafka. Configure a topic for the raw data. Use a Kafka producer to
write data to the topic. Create an application on Amazon EC2 that reads data from the topic by using the Apache Kafka
consumer API, cleanses the data, and writes to Amazon S3. 



D. Use Amazon Simple Queue Service (Amazon SQS). Configure an AWS Lambda function to read events from the
SQS queue and upload the events to Amazon S3. 

Correct Answer: B 

 

QUESTION 4

A company wants to optimize the cost of its data and analytics platform. The company is ingesting a number of .csv and
JSON files in Amazon S3 from various data sources. Incoming data is expected to be 50 GB each day. The company is
using Amazon Athena to query the raw data in Amazon S3 directly. Most queries aggregate data from the past 12
months, and data that is older than 5 years is infrequently queried. The typical query scans about 500 MB of data and is
expected to return results in less than 1 minute. The raw data must be retained indefinitely for compliance
requirements. 

Which solution meets the company\\'s requirements? 

A. Use an AWS Glue ETL job to compress, partition, and convert the data into a columnar data format. Use Athena to
query the processed dataset. Configure a lifecycle policy to move the processed data into the Amazon S3 Standard-
Infrequent Access (S3 Standard-IA) storage class 5 years after object creation. Configure a second lifecycle policy to
move the raw data into Amazon S3 Glacier for long-term archival 7 days after object creation. 

B. Use an AWS Glue ETL job to partition and convert the data into a row-based data format. Use Athena to query the
processed dataset. Configure a lifecycle policy to move the data into the Amazon S3 Standard-Infrequent Access (S3
Standard-IA) storage class 5 years after object creation. Configure a second lifecycle policy to move the raw data into
Amazon S3 Glacier for long-term archival 7 days after object creation. 

C. Use an AWS Glue ETL job to compress, partition, and convert the data into a columnar data format. Use Athena to
query the processed dataset. Configure a lifecycle policy to move the processed data into the Amazon S3 Standard-
Infrequent Access (S3 Standard-IA) storage class 5 years after the object was last accessed. Configure a second
lifecycle policy to move the raw data into Amazon S3 Glacier for long-term archival 7 days after the last date the object
was accessed. 

D. Use an AWS Glue ETL job to partition and convert the data into a row-based data format. Use Athena to query the
processed dataset. Configure a lifecycle policy to move the data into the Amazon S3 Standard-Infrequent Access (S3
Standard-IA) storage class 5 years after the object was last accessed. Configure a second lifecycle policy to move the
raw data into Amazon S3 Glacier for long-term archival 7 days after the last date the object was accessed. 

Correct Answer: C 

 

QUESTION 5

Three teams of data analysts use Apache Hive on an Amazon EMR cluster with the EMR File System (EMRFS) to
query data stored within each teams Amazon S3 bucket. The EMR cluster has Kerberos enabled and is configured to
authenticate users from the corporate Active Directory. The data is highly sensitive, so access must be limited to the
members of each team. 

Which steps will satisfy the security requirements? 

A. For the EMR cluster Amazon EC2 instances, create a service role that grants no access to Amazon S3. Create three
additional IAM roles, each granting access to each team\\'s specific bucket. Add the additional IAM roles to the
cluster\\'s EMR role for the EC2 trust policy. Create a security configuration mapping for the additional IAM roles to
Active Directory user groups for each team. 



B. For the EMR cluster Amazon EC2 instances, create a service role that grants no access to Amazon S3. Create three
additional IAM roles, each granting access to each team\\'s specific bucket. Add the service role for the EMR cluster
EC2 instances to the trust policies for the additional IAM roles. Create a security configuration mapping for the additional
IAM roles to Active Directory user groups for each team. 

C. For the EMR cluster Amazon EC2 instances, create a service role that grants full access to Amazon S3. Create three
additional IAM roles, each granting access to each team\\'s specific bucket. Add the service role for the EMR cluster
EC2 instances to the trust polices for the additional IAM roles. Create a security configuration mapping for the additional
IAM roles to Active Directory user groups for each team. 

D. For the EMR cluster Amazon EC2 instances, create a service role that grants full access to Amazon S3. Create three
additional IAM roles, each granting access to each team\\'s specific bucket. Add the service role for the EMR cluster
EC2 instances to the trust polices for the base IAM roles. Create a security configuration mapping for the additional IAM
roles to Active Directory user groups for each team. 

Correct Answer: C 

 

QUESTION 6

A large telecommunications company is planning to set up a data catalog and metadata management for multiple data
sources running on AWS. The catalog will be used to maintain the metadata of all the objects stored in the data stores.
The data stores are composed of structured sources like Amazon RDS and Amazon Redshift, and semistructured
sources like JSON and XML files stored in Amazon S3. The catalog must be updated on a regular basis, be able to
detect the changes to object metadata, and require the least possible administration. 

Which solution meets these requirements? 

A. Use Amazon Aurora as the data catalog. Create AWS Lambda functions that will connect and gather the metadata
information from multiple sources and update the data catalog in Aurora. Schedule the Lambda functions periodically. 

B. Use the AWS Glue Data Catalog as the central metadata repository. Use AWS Glue crawlers to connect to multiple
data stores and update the Data Catalog with metadata changes. Schedule the crawlers periodically to update the
metadata catalog. 

C. Use Amazon DynamoDB as the data catalog. Create AWS Lambda functions that will connect and gather the
metadata information from multiple sources and update the DynamoDB catalog. Schedule the Lambda functions
periodically. 

D. Use the AWS Glue Data Catalog as the central metadata repository. Extract the schema for RDS and Amazon
Redshift sources and build the Data Catalog. Use AWS crawlers for data stored in Amazon S3 to infer the schema and
automatically update the Data Catalog. 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hive-metastore-glue.html 

 

QUESTION 7

A banking company is currently using Amazon Redshift for sensitive data. An audit found that the current cluster is
unencrypted. Compliance requires that a database with sensitive data must be encrypted using a hardware security
module (HSM) with customer managed keys. 

Which modifications are required in the cluster to ensure compliance? 



A. Create a new HSM-encrypted Amazon Redshift cluster and migrate the data to the new cluster. 

B. Modify the DB parameter group with the appropriate encryption settings and then restart the cluster. 

C. Enable HSM encryption in Amazon Redshift using the command line. 

D. Modify the Amazon Redshift cluster from the console and enable encryption using the HSM option. 

Correct Answer: A 

When you modify your cluster to enable AWS KMS encryption, Amazon Redshift automatically migrates your data to a
new encrypted cluster. Reference: https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html 

 

QUESTION 8

A company has developed several AWS Glue jobs to validate and transform its data from Amazon S3 and load it into
Amazon RDS for MySQL in batches once every day. The ETL jobs read the S3 data using a DynamicFrame. Currently,
the ETL developers are experiencing challenges in processing only the incremental data on every run, as the AWS Glue
job processes all the S3 input data on each run. 

Which approach would allow the developers to solve the issue with minimal coding effort? 

A. Have the ETL jobs read the data from Amazon S3 using a DataFrame. 

B. Enable job bookmarks on the AWS Glue jobs. 

C. Create custom logic on the ETL jobs to track the processed S3 objects. 

D. Have the ETL jobs delete the processed objects or data from Amazon S3 after each run. 

Correct Answer: B 

 

 

QUESTION 9

A marketing company wants to improve its reporting and business intelligence capabilities. During the planning phase,
the company interviewed the relevant stakeholders and discovered that: 

The operations team reports are run hourly for the current month\\'s data. 

The sales team wants to use multiple Amazon QuickSight dashboards to show a rolling view of the last 30 days based
on several categories. The sales team also wants to view the data as soon as it reaches the reporting backend. 

The finance team\\'s reports are run daily for last month\\'s data and once a month for the last 24 months of data. 

Currently, there is 400 TB of data in the system with an expected additional 100 TB added every month. The company
is looking for a solution that is as cost-effective as possible. 

Which solution meets the company\\'s requirements? 

A. Store the last 24 months of data in Amazon Redshift. Configure Amazon QuickSight with Amazon Redshift as the
data source. 



B. Store the last 2 months of data in Amazon Redshift and the rest of the months in Amazon S3. Set up an external
schema and table for Amazon Redshift Spectrum. Configure Amazon QuickSight with Amazon Redshift as the data
source. 

C. Store the last 24 months of data in Amazon S3 and query it using Amazon Redshift Spectrum. Configure Amazon
QuickSight with Amazon Redshift Spectrum as the data source. 

D. Store the last 2 months of data in Amazon Redshift and the rest of the months in Amazon S3. Use a long-running
Amazon EMR with Apache Spark cluster to query the data as needed. Configure Amazon QuickSight with Amazon
EMR as the data source. 

Correct Answer: B 

 

 

QUESTION 10

A financial services company is building a data lake solution on Amazon S3. The company plans to use analytics
offerings from AWS to meet user needs for one-time querying and business intelligence reports. A portion of the
columns will contain personally identifiable information (PII) Only authorized users should be able to see plaintext PII
data. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Define a bucket policy for each S3 bucket of the data lake to allow access to users who have authorization to see PII
data. Catalog the data by using AWS Glue. Create two IAM roles. Attach a permissions policy with access to PII
columns to one role. Attach a policy without these permissions to the other role. 

B. Register the S3 locations with AWS Lake Formation. Create two IAM roles. Use Lake Formation data permissions to
grant Select permissions to all of the columns for one role. Grant Select permissions to only columns that contain non-
PII data for the other role. 

C. Register the S3 locations with AWS Lake Formation. Create an AWS Glue job to create an ETL workflow that
removes the PII columns from the data and creates a separate copy of the data in another data lake S3 bucket. Register
the new S3 locations with Lake Formation. Grant users the permissions to each data lake data based on whether the
users are authorized to see PII data. 

D. Register the S3 locations with AWS Lake Formation. Create two IAM roles. Attach a permissions policy with access
to PII columns to one role. Attach a policy without these permissions to the other role. For each downstream analytics
service, use its native security functionality and the IAM roles to secure the PII data. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/lake-formation/latest/dg/lake-formation-dg.pdf 

 

QUESTION 11

A retail company wants to use Amazon QuickSight to generate dashboards for web and in-store sales. A group of 50
business intelligence professionals will develop and use the dashboards. Once ready, the dashboards will be shared
with a group of 1,000 users. 

The sales data comes from different stores and is uploaded to Amazon S3 every 24 hours. The data is partitioned by
year and month, and is stored in Apache Parquet format. The company is using the AWS Glue Data Catalog as its main



data catalog and Amazon Athena for querying. The total size of the uncompressed data that the dashboards query from
at any point is 200 GB. 

Which configuration will provide the MOST cost-effective solution that meets these requirements? 

A. Load the data into an Amazon Redshift cluster by using the COPY command. Configure 50 author users and 1,000
reader users. Use QuickSight Enterprise edition. Configure an Amazon Redshift data source with a direct query option. 

B. Use QuickSight Standard edition. Configure 50 author users and 1,000 reader users. Configure an Athena data
source with a direct query option. 

C. Use QuickSight Enterprise edition. Configure 50 author users and 1,000 reader users. Configure an Athena data
source and import the data into SPICE. Automatically refresh every 24 hours. 

D. Use QuickSight Enterprise edition. Configure 1 administrator and 1,000 reader users. Configure an S3 data source
and import the data into SPICE. Automatically refresh every 24 hours. 

Correct Answer: C 

 

QUESTION 12

A smart home automation company must efficiently ingest and process messages from various connected devices and
sensors. The majority of these messages are comprised of a large number of small files. These messages are ingested
using Amazon Kinesis Data Streams and sent to Amazon S3 using a Kinesis data stream consumer application. The
Amazon S3 message data is then passed through a processing pipeline built on Amazon EMR running scheduled
PySpark jobs. 

The data platform team manages data processing and is concerned about the efficiency and cost of downstream data
processing. They want to continue to use PySpark. 

Which solution improves the efficiency of the data processing jobs and is well architected? 

A. Send the sensor and devices data directly to a Kinesis Data Firehose delivery stream to send the data to Amazon S3
with Apache Parquet record format conversion enabled. Use Amazon EMR running PySpark to process the data in
Amazon S3. 

B. Set up an AWS Lambda function with a Python runtime environment. Process individual Kinesis data stream
messages from the connected devices and sensors using Lambda. 

C. Launch an Amazon Redshift cluster. Copy the collected data from Amazon S3 to Amazon Redshift and move the
data processing jobs from Amazon EMR to Amazon Redshift. 

D. Set up AWS Glue Python jobs to merge the small data files in Amazon S3 into larger files and transform them to
Apache Parquet format. Migrate the downstream PySpark jobs from Amazon EMR to AWS Glue. 

Correct Answer: A 
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