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QUESTION 1

A corporate office allows employees to work remotely, using their personal computers to access network resources
through a browser-based gateway. Which of the following settings should be applied to the virtualized application
running on the gateway to reduce the risk of company information being transferred to employees\\' personal
machines? 

A. Disable the ability to copy and paste 

B. Encrypt the employees\\' personal computer hard drives and disable the ability to paste 

C. Encrypt the employees\\' personal computer hard drives and disable the ability to print 

D. Disable the ability to paste and read 

Correct Answer: A 

 

QUESTION 2

In order for a company to transition to a cloud solution, which of the following should the company check FIRST before
transitioning? (Select TWO). 

A. Service level agreements 

B. IT operations policy 

C. Business needs 

D. Company stock performance 

E. Virtual desktop environment 

Correct Answer: AC 

 

QUESTION 3

Multipathing software normally chooses favored paths based on which of the following? 

A. Caching 

B. NICs 

C. Latency 

D. QoS 

Correct Answer: C 

 

QUESTION 4



Which of the following is a concern when migrating from a private cloud to a public cloud? 

A. Storage 

B. Limited visibility 

C. Security 

D. Performance 

Correct Answer: C 

 

QUESTION 5

A user is notified that they will be terminated at the end of the day. As they start cleaning up their workstation, they try to
FTP information from their workstation to a cloud-based, personal backup solution. Which of the following hardening
techniques would be used to restrict their ability to transfer this information via FTP? 

A. Antivirus 

B. NIPS 

C. NIDS 

D. Host-based firewall 

Correct Answer: D 

 

QUESTION 6

Which of the following cloud delivery models presents the LEAST vulnerabilities to a company\\'s existing network? 

A. Hybrid 

B. Community 

C. Public 

D. Private 

Correct Answer: D 

 

QUESTION 7

A system administrator wants to create a mitigation strategy to quickly roll back a virtual image after applying the latest
updates. Which of the following would the administrator utilize? 

A. File backup 

B. Snapshot 



C. Offline backup 

D. Image backup 

Correct Answer: B 

 

QUESTION 8

An administrator is called in to determine why a virtual desktop has been unable to connect to the corporate network.
Which of the following should be run to determine if the adapter is enabled? (Select TWO). 

A. ipconfig 

B. netstat 

C. ping 

D. ifconfig 

E. iwconfig 

Correct Answer: AD 

 

QUESTION 9

Which of the following ciphers consists of independent keys providing a key length of 168 bits? 

A. 3DES 

B. RC6 

C. RC5 

D. AES 

Correct Answer: A 

 

QUESTION 10

Which of the following disk drive types would be the BEST for a mission critical application with low latency
requirements? 

A. FC 

B. SATA 

C. SSD 

D. SAS 

Correct Answer: C 



 

QUESTION 11

Which of the following would mitigate a "ping of death" attack? 

A. IDS appliance 

B. Proxy appliance 

C. Load balancing appliance 

D. Firewall appliance 

Correct Answer: D 

 

QUESTION 12

Which of the following BEST describes the need for LUN Masking? 

A. A storage administrator needs to isolate storage networks. 

B. A storage administrator needs to establish storage recovery points. 

C. A storage administrator needs to control which servers are able to access specific LUNs. 

D. A storage administrator needs to establish storage replication points. 

Correct Answer: C 
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