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QUESTION 1

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. What are the different types of policies? Each correct answer represents a complete solution.
Choose all that apply. 

A. Advisory 

B. Systematic 

C. Informative 

D. Regulatory 

Correct Answer: ACD 

Following are the different types of policies: Regulatory: This type of policy ensures that the organization is following
standards set by specific industry regulations. This policy type is very detailed and specific to a type of industry. This is
used in financial institutions, health care facilities, public utilities, and other government-regulated industries, e.g., TRAI.
Advisory: This type of policy strongly advises employees regarding which types of behaviors and activities should and
should not take place within the organization. It also outlines possible ramifications if employees do not comply with the
established behaviors and activities. This policy type can be used, for example, to describe how to handle medical
information, handle financial transactions, or process confidential information. Informative: This type of policy informs
employees of certain topics. It is not an enforceable policy, but rather one to teach individuals about specific issues
relevant to the company. It could explain how the company interacts with partners, the company\\'s goals and mission,
and a general reporting structure in different situations. Answer: B is incorrect. No such type of policy exists. 

 

QUESTION 2

Which of the following describes the acceptable amount of data loss measured in time? 

A. Recovery Point Objective (RPO) 

B. Recovery Time Objective (RTO) 

C. Recovery Consistency Objective (RCO) 

D. Recovery Time Actual (RTA) 

Correct Answer: A 

The Recovery Point Objective (RPO) describes the acceptable amount of data loss measured in time. It is the point in
time to which data must be recovered as defined by the organization. The RPO is generally a definition of what an
organization determines is an "acceptable loss" in a disaster situation. If the RPO of a company is 2 hours and the time
it takes to get the data back into production is 5 hours, the RPO is still 2 hours. Based on this RPO the data must be
restored to within 2 hours of the disaster. Answer: B is incorrect. The Recovery Time Objective (RTO) is the duration of
time and a service level within which a business process must be restored after a disaster or disruption in order to avoid
unacceptable consequences associated with a break in business continuity. It includes the time for trying to fix the
problem without a recovery, the recovery itself, tests and the communication to the users. Decision time for user
representative is not included. The business continuity timeline usually runs parallel with an incident management
timeline and may start at the same, or different, points. In accepted business continuity planning methodology, the RTO
is established during the Business Impact Analysis (BIA) by the owner of a process (usually in conjunction with the
Business Continuity planner). The RTOs are then presented to senior management for acceptance. The RTO attaches



to the business process and not the resources required to support the process. Answer: D is incorrect. The Recovery
Time Actual (RTA) is established during an exercise, actual event, or predetermined based on recovery methodology
the technology support team develops. This is the time frame the technology support takes to deliver the recovered
infrastructure to the business. Answer: C is incorrect. The Recovery Consistency Objective (RCO) is used in Business
Continuity Planning in addition to Recovery Point Objective (RPO) and Recovery Time Objective (RTO). It applies data
consistency objectives to Continuous Data Protection services. 

 

QUESTION 3

In which of the following deployment models of cloud is the cloud infrastructure operated exclusively for an
organization? 

A. Public cloud 

B. Community cloud 

C. Private cloud 

D. Hybrid cloud 

Correct Answer: C 

In private cloud, the cloud infrastructure is operated exclusively for an organization. 

The private cloud infrastructure is administered by the organization or a third party, and exists on premise and off
premise. 

 

QUESTION 4

Which of the following techniques is used when a system performs the penetration testing with the objective of
accessing unauthorized information residing inside a computer? 

A. Biometrician 

B. Van Eck Phreaking 

C. Port scanning 

D. Phreaking 

Correct Answer: C 

Port scanning identifies open doors to a computer. Hackers and crackers use this technique to obtain unauthorized
information. Port scanning is the first basic step to get the details of open ports on the target system. Port scanning is
used to find a hackable server with a hole or vulnerability. A port is a medium of communication between two
computers. Every service on a host is identified by a unique 16-bit number called a port. A port scanner is a piece of
software designed to search a network host for open ports. This is often used by administrators to check the security of
their networks and by hackers to identify running services on a host with the view to compromising it. Port scanning is
used to find the open ports, so that it is possible to search exploits related to that service and application. Answer: D is
incorrect. Phreaking is a process used to crack the phone system. The main aim of phreaking is to avoid paying for
long- distance calls. As telephone networks have become computerized, phreaking has become closely linked with
computer hacking. This is sometimes called the H/P culture (with H standing for Hacking and P standing for Phreaking).
Answer: A is incorrect. It is defined as a system using a physical attribute for authenticating. Only authorized users are



provided access to network or application. Answer: B is incorrect. It is described as a form of eavesdropping in which
special equipments are used to pick up the telecommunication signals or data within a computer device. 

 

QUESTION 5

Which of the following provides an easy way to programmers for writing lower-risk applications and retrofitting security
into an existing application? 

A. Watermarking 

B. ESAPI 

C. Encryption wrapper 

D. Code obfuscation 

Correct Answer: B 

ESAPI (Enterprise Security API) is a group of classes that encapsulate the key security operations, needed by most of
the applications. It is a free, open source, Web application security control library. ESAPI provides an easy way to
programmers for writing lower-risk applications and retrofitting security into an existing application. It offers a solid
foundation for new development. Answer: A is incorrect. Watermarking is the process of embedding information into
software in a way that is difficult to remove. Answer: C is incorrect. Encryption wrapper dynamically encrypts and
decrypts all the software code at runtime. Answer: D is incorrect. Code obfuscation is designed to protect code from
decompilation. 

 

QUESTION 6

Which of the following methods determines the principle name of the current user and returns the jav a.security.Principal
object in the HttpServletRequest interface? 

A. getUserPrincipal() 

B. isUserInRole() 

C. getRemoteUser() 

D. getCallerPrincipal() 

Correct Answer: A 

The getUserPrincipal() method determines the principle name of the current user and returns the java.security.Principal
object. The java.security.Principal object contains the remote user name. The value of the getUserPrincipal() method
returns null if no user is authenticated. Answer: C is incorrect. The getRemoteUser() method returns the user name that
is used for the client authentication. The value of the getRemoteUser() method returns null if no user is authenticated.
Answer: B is incorrect. The isUserInRole() method determines whether the remote user is granted a specified user role.
The value of the isUserInRole() method returns true if the remote user is granted the specified user role; otherwise it
returns false. Answer: D is incorrect. The getCallerPrincipal() method is used to identify a caller using a
java.security.Principal object. It is not used in the HttpServletRequest interface. 

 

QUESTION 7



Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of
the following statements are true about Certification and Accreditation? Each correct answer represents a complete
solution. Choose two. 

A. Certification is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

B. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

C. Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system. 

D. Certification is the official management decision given by a senior agency official to authorize operation of an
information system. 

Correct Answer: AC 

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. The
CandA process is used extensively in the U.S. Federal Government. Some CandA processes include FISMA, NIACAP,
DIACAP, and DCID 6/3. Certification is a comprehensive assessment of the management, operational, and technical
security controls in an information system, made in support of security accreditation, to determine the extent to which
the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements for the system. Accreditation is the official management decision given by a senior
agency official to authorize operation of an information system and to explicitly accept the risk to agency operations
(including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an
agreed-upon set of security controls. 

 

QUESTION 8

The service-oriented modeling framework (SOMF) introduces five major life cycle modeling activities that drive a service
evolution during design-time and run-time. Which of the following activities integrates SOA software assets and
establishes SOA logical environment dependencies? 

A. Service-oriented discovery and analysis modeling 

B. Service-oriented business integration modeling 

C. Service-oriented logical architecture modeling 

D. Service-oriented logical design modeling 

Correct Answer: C 

The service-oriented logical architecture modeling integrates SOA software assets and establishes SOA logical
environment dependencies. It also offers foster service reuse, loose coupling and consolidation. Answer: A is incorrect.
The service-oriented discovery and analysis modeling discovers and analyzes services for granularity, reusability,
interoperability, loose- coupling, and identifies consolidation opportunities. Answer: B is incorrect. The service-oriented
business integration modeling identifies service integration and alignment opportunities with business domains\\'
processes. Answer: D is incorrect. The service-oriented logical design modeling establishes service relationships and
message exchange paths. 

 



QUESTION 9

FIPS 199 defines the three levels of potential impact on organizations. Which of the following potential impact levels
shows limited adverse effects on organizational operations, organizational assets, or individuals? 

A. Moderate 

B. Low 

C. Medium 

D. High 

Correct Answer: B 

The potential impact is called low if the loss of confidentiality, integrity, or availability is expected to have a limited
adverse effect on organizational operations, organizational assets, or individuals. Answer: C is incorrect. Such a type of
potential impact level does not exist Answer: A is incorrect. The potential impact is known to be moderate if the loss of
confidentiality, integrity, or availability is expected to have a serious adverse effect on organizational operations,
organizational assets, or individuals. Answer: D is incorrect. The potential impact is called high if the loss of
confidentiality, integrity, or availability is expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, or individuals. 

 

QUESTION 10

Which of the following are the types of intellectual property? Each correct answer represents a complete solution.
Choose all that apply. 

A. Patent 

B. Copyright 

C. Standard 

D. Trademark 

Correct Answer: AB 

Common types of intellectual property include copyrights, trademarks, patents, industrial design rights, and trade
secrets. A copyright is a form of intellectual property, which secures to its holder the exclusive right to produce copies of
his or her works of original expression, such as a literary work, movie, musical work or sound recording, painting,
photograph, computer program, or industrial design, for a defined, yet extendable, period of time. It does not cover ideas
or facts. Copyright laws protect intellectual property from misuse by other individuals. A trademark is a distinctive sign
used by an individual, business organization, or other legal entity to identify that the products or services to consumers
with which the trademark appears originate from a unique source, and to distinguish its products or services from those
of other entities. A trademark is designated by the following symbols: : It is for an unregistered trade mark and it is used
to promote or brand goods. : It is for an unregistered service mark and it is used to promote or brand services. : It is for
a registered trademark. A patent is a set of exclusive rights granted by a state to an inventor or their assignee for a
limited period of time in exchange for a public disclosure of an invention. Answer: C is incorrect. It is not a type of
intellectual property. 

 

QUESTION 11



DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or
processes unclassified or classified information since December 1997. What phases are identified by DIACAP? Each
correct 

answer represents a complete solution. 

Choose all that apply. 

A. System Definition 

B. Validation 

C. Identification 

D. Accreditation 

E. Verification 

F. Re-Accreditation 

Correct Answer: ABEF 

The Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) is a process
defined by the United States Department of Defense (DoD) for managing risk. DIACAP replaced the former process,
known as DITSCAP (Department of Defense Information Technology Security Certification and Accreditation Process),
in 2006. DoD Instruction (DoDI) 8510.01 establishes a standard DoD-wide process with a set of activities, general tasks,
and a management structure to certify and accredit an Automated Information System (AIS) that will maintain the
Information Assurance (IA) posture of the Defense Information Infrastructure (DII) throughout the system\\'s life cycle.
DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or
processes unclassified or classified information since December 1997. It identifies four phases: 1.System Definition
2.Verification 3.Validation 4.Re-Accreditation 

 

QUESTION 12

A number of security design patterns are developed for software assurance in general. Drag and drop the appropriate
security design patterns in front of their respective descriptions. 

Select and Place: 



Correct Answer: 

The various patterns applicable to software assurance in general are as follows: Hidden implementation: It limits the
ability of an attacker to distinguish the internal workings of an application. Partitioned application: It splits a large and
complex application into two or more simple components. Secure assertion: It distributes application-specific sanity
checks throughout the system. Server sandbox: It creates a wall around the Web server to include the damage that
occurs because of an undetected fault in the server or an exploited vulnerability. 
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