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QUESTION 1

A security practitioner has just been assigned to address an ongoing Denial of Service (DoS) attack against the
company\\'s network, which includes an e-commerce web site. The strategy has to include defenses for any size of
attack without rendering the company network unusable. Which of the following should be a PRIMARY concern when
addressing this issue? 

A. Deal with end user education and training. 

B. Pay more for a dedicated path to the Internet. 

C. Allow legitimate connections while blocking malicious connections. 

D. Ensure the web sites are properly backed up on a daily basis. 

Correct Answer: C 

 

QUESTION 2

Which of the following is the BEST network defense against unknown types of attacks or stealth attacks in progress? 

A. Intrusion Prevention Systems (IPS) 

B. Intrusion Detection Systems (IDS) 

C. Stateful firewalls 

D. Network Behavior Analysis (NBA) tools 

Correct Answer: D 

 

QUESTION 3

An organization is outsourcing its payroll system and is requesting to conduct a full audit on the third-party information
technology (IT) systems. During the due diligence process, the third party provides previous audit report on its IT
system. 

Which of the following MUST be considered by the organization in order for the audit reports to be acceptable? 

A. The audit assessment has been conducted by an independent assessor. 

B. The audit reports have been signed by the third-party senior management. 

C. The audit reports have been issued in the last six months. 

D. The audit assessment has been conducted by an international audit firm. 

Correct Answer: B 

 



QUESTION 4

Including a Trusted Platform Module (TPM) in the design of a computer system is an example of a technique to what? 

A. Interface with the Public Key Infrastructure (PKI) 

B. Improve the quality of security software 

C. Prevent Denial of Service (DoS) attacks 

D. Establish a secure initial state 

Correct Answer: D 

 

QUESTION 5

Which of the following is the MOST appropriate action when reusing media that contains sensitive data? 

A. Erase 

B. Sanitize 

C. Encrypt 

D. Degauss 

Correct Answer: B 

 

QUESTION 6

When conducting a security assessment of access controls, which activity is part of the data analysis phase? 

A. Present solutions to address audit exceptions. 

B. Conduct statistical sampling of data transactions. 

C. Categorize and identify evidence gathered during the audit. 

D. Collect logs and reports. 

Correct Answer: C 

 

QUESTION 7

Following the completion of a network security assessment, which of the following can BEST be demonstrated? 

A. The effectiveness of controls can be accurately measured 

B. A penetration test of the network will fail 

C. The network is compliant to industry standards 



D. All unpatched vulnerabilities have been identified 

Correct Answer: A 

 

QUESTION 8

Proven application security principles include which of the following? 

A. Minimizing attack surface area 

B. Hardening the network perimeter 

C. Accepting infrastructure security controls 

D. Developing independent modules 

Correct Answer: A 

 

QUESTION 9

Which of the following questions can be answered using user and group entitlement reporting? 

A. When a particular file was last accessed by a user 

B. Change control activities for a particular group of users 

C. The number of failed login attempts for a particular user 

D. Where does a particular user have access within the network 

Correct Answer: D 

 

QUESTION 10

Which of the following BEST describes a rogue Access Point (AP)? 

A. An AP that is not protected by a firewall 

B. An AP not configured to use Wired Equivalent Privacy (WEP) with Triple Data Encryption Algorithm (3DES) 

C. An AP connected to the wired infrastructure but not under the management of authorized network administrators 

D. An AP infected by any kind of Trojan or Malware 

Correct Answer: C 

 

QUESTION 11

Which of the following is critical if an employee is dismissed due to violation of an organization\\'s Acceptable Use Policy



(ALP)? 

A. Privilege suspension 

B. Internet access logs 

C. Proxy records 

D. Appropriate documentation 

Correct Answer: D 

 

QUESTION 12

Which of the following is MOST critical in a contract in a contract for data disposal on a hard drive with a third party? 

A. Authorized destruction times 

B. Allowed unallocated disk space 

C. Amount of overwrites required 

D. Frequency of recovered media 

Correct Answer: C 
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