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QUESTION 1

The three levels of users you will likely encounter that will need access to data displayed in the Vulnerability Response
dashboard are: (Choose three.) 

A. Security Analysts 

B. Customers 

C. CIO/CISO 

D. Fulfillers 

Correct Answer: ABC 

 

QUESTION 2

Changes made within a named Update Set in a different application scope: 

A. Will be captured 

B. Will throw errors 

C. Will not be captured 

D. Will be partially captured 

Correct Answer: A 

 

QUESTION 3

What is the ServiceNow application used for process automation? 

A. Knowledge Base 

B. Workflows 

C. SLAs 

D. Service Catalog 

Correct Answer: B 

Reference: https://www.servicenow.com/products/workflow.html 

 

QUESTION 4

When an approval is rejected for a Vulnerable Item exception, what happens to the State field for that record? 



A. It reverts to `Analysis\\' 

B. It is set to `New\\' 

C. It is set to `In Review\\' 

D. It will be set back to its previous value 

Correct Answer: C 

 

QUESTION 5

In order for Vulnerability admins to configure integrations, they must have the following Role(s): 

A. admin only 

B. sn_vul.admin only 

C. sn_vul.vulnerability_write 

D. admin and sn_vul_qualys.admin 

Correct Answer: B 

Reference: https://docs.servicenow.com/bundle/newyork-security-
management/page/product/vulnerabilityresponse/task/install-and-configure-vr.html 

 

QUESTION 6

Which of the following best describes a Vulnerability Group? 

A. Groups VIs using a Filter against Vulnerable Item Fields 

B. A Filter defining a sub-set of CIs to be treated as a group 

C. The User Group assigned to resolving the Vulnerable Item 

D. Must have a corresponding filter group 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/concept/vulnerability-groups.html 

 

QUESTION 7

Which module within the Vulnerability Response application could be used to get information from the National
Vulnerability Database (NVD) at any moment? 

A. On-Demand Update 



B. NVD Auto-Update 

C. Vulnerable Software 

D. NVD Patch 

Correct Answer: B 

Reference: https://docs.servicenow.com/bundle/orlando-security-management/page/product/vulnerabilityresponse/conc
ept/c_NVDAndCWEDataImport.html#c_NVDAndCWEDataImport 

 

QUESTION 8

Which statement about patching is most correct? 

A. Mature organizations abandon patching 

B. Patch management and Vulnerability Response are interchangeable terms 

C. Patching is one of many responses to a Vulnerability 

D. As long as you are patching actively, Vulnerability Response isn\\'t necessary 

Correct Answer: C 

 

QUESTION 9

What is the minimum role required to create and change Service Level Agreements for Vulnerability Response groups? 

A. sla_manager 

B. admin 

C. sn_vul.vulnerability_write 

D. sn_vul.admin 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-management/page/product/vulnerability-
response/task/t_CreateVulnSLA.html 

 

QUESTION 10

Vulnerability Response is a scoped application; which prefix is attached to all items related to the application? 

A. cmn_vul 

B. vul 

C. sn_vul 



D. x_vul 

Correct Answer: C 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/concept/vr_view_detection.html 

 

QUESTION 11

In order to more easily manage large sets of Vulnerable Items, what should you create? 

A. Vulnerability Groups 

B. Calculator Group 

C. Filter Group 

D. Vulnerable Item Conditions 

Correct Answer: A 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/concept/vuln-change_mgmnt_ovrvw.html 

 

QUESTION 12

What type of data would the CIO/CISO want on the dashboard? 

A. Aggregations for priority and workload 

B. Drill-down to granularity 

C. Single, clear indicators of organizational health 

D. Up to the minute views 

Correct Answer: C 
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