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QUESTION 1

In a large enterprise (5000+ wireless users), by what recommended methods are IP addresses and VLANs assigned to
different clients associated to the same AP? (Choose 3) 

A. Each SSID is mapped to a static VLAN assignment 

B. Upstream AAA servers dynamically assign VLANs to each user or group profile 

C. Radio signal metrics (RSSI, SNR, etc.) of WLAN clients are triangulated for location-based VLAN assignment during
association 

D. Each BSSID is assigned a unique VLAN to help manage the size of broadcast domains on the wired network 

E. Multiple VLAN pools are designated for an SSID and user IP addresses are selected in a round-robin fashion from
the associated pools. 

F. In a centralized data forwarding model, clients automatically receive an IP address on the native VLAN of the AP\\'s
Ethernet access port. 

G. The configuration profile of the client supplicant is hard-coded with a VLAN ID. 

Correct Answer: ABE 

 

QUESTION 2

Why does a frame transmitted at 1 Mbps have a greater usable range than the same frame transmitted at 54 Mbps? 

A. Free space path loss causes greater signal dispersion for higher rate transmissions. 

B. Receiver sensitivity requirements are lower for frames transmitted with less complex modulation and coding. 

C. To improve reliability, 802.11 STAs increase transmit power as the signaling rate decreases. 

D. Lower data rate RF transmissions travel at higher speeds and are less likely to experience collisions. 

E. Frames sent at higher data rates are also sent at higher power levels and are therefore more prone to collisions and
multipath. 

Correct Answer: B 

 

QUESTION 3

In this question, you will compare the mobility processes of a network that supports WPA2- Personal and
WPA2-Enterprise. Assume the use of a 15-character ASCII passphrase for WPA2- Personal and EAP-
TTLS/MSCHAPv2 with WPA2Enterprise. Also, assume that proprietary roaming protocols are not supported. 

When a device transitions from one BSS to another within the same ESS, what steps must be performed in the
WPA2-Enterprise transition that are not performed in the WPA2-Personal transition? (Choose 2) 

A. Open System Authentication 



B. 802.11 Reassociation 

C. 802.1X authentication 

D. 4-Way Handshake 

E. Transfer of PMK from AAA server to authenticator 

F. Conversion of passphrase to PMK 

Correct Answer: CE 

 

QUESTION 4

What RF math formula should be used to convert an RF value in units of dBm into a value of mW? 

*NotE. "dBm" in the formulas represents the known dBm value 

A. mW 10(dBm/10) 

B. mW 

C. mW 

D. mW 

E. mW 

F. mW = 

Correct Answer: A 

 

 

QUESTION 5

What exhibit reflects the recommended life-cycle steps for successfully designing and deploying an enterprise WLAN
from start to finish? (Choose 2) 





A. Solution 1 

B. Solution 2 

C. Solution 3 

D. Solution 4 

E. Solution 5 

Correct Answer: AE 

 

 

QUESTION 6

The exhibit illustrates the azimuth and elevation for what type of antenna? 

A. Omni-directional 

B. 20 degree vertical yagi 

C. 120 degree horizontal sector 

D. 60 degree horizontal patch 

E. 10 degree vertical grid 

Correct Answer: C 

 



 

QUESTION 7

Multicast video applications typically require special treatment on the Wi-Fi network due to the nature of multicast traffic.
Many vendors implement proprietary multicast-to-unicast conversion for this reason. 

Which of the following is NOT a valid reason for special unicast conversion of downlink multicast traffic? 

A. Multicast traffic must always be transmitted via omnidirectional antennas. 

B. Group addressed downlink frames are not acknowledged on the wireless medium. 

C. In QoS WLANs, multicast traffic is always assigned to the best effort (AC_BE) transmit queue. 

D. Frames with a group receiver address must always be sent at a rate in the Basic Rate Set. 

Correct Answer: A 

 

 

QUESTION 8

Multicast video applications typically require special treatment on the Wi-Fi network due to the nature of multicast traffic.
Many vendors implement proprietary multicast-to-unicast conversion for this reason. 

Which of the following is NOT a valid reason for special unicast conversion of downlink multicast traffic? 

A. In QoS WLANs, multicast traffic is always assigned to the best effort (AC_BE) transmit queue. 

B. Group addressed downlink frames are not acknowledged on the wireless medium. 

C. Multicast traffic must always be transmitted via omnidirectional antennas. 

D. Frames with a group receiver address must always be sent at a rate in the Basic Rate Set. 

Correct Answer: C 

 

 

QUESTION 9

What statement is true of a WLAN design that supports Real-Time Location Services (RTLS) with 802.11 RFID asset
tags? (Choose 2) 

A. When passive tags are implemented, the AP density should be increased by 25% to make up for the shorter transmit
range of passive tags as compared to active tags. 

B. Active RFID tags periodically transmit 802.11 beacon management frames that must be synchronized with the AP for
proper location of the tagged asset. 

C. With passive tags, AP transmit gain should be increased to supply extra power for near-field coupling or backscatter
modulation from the tag to the AP since the passive tag lacks an internal power source. 



D. Passive tags do not communicate directly with the WLAN infrastructure, but instead they rely on the tag interrogator
to communicate tag information to the infrastructure\\'s location tracking server/database. 

E. Active tags transmit directly to the APs and may not require 802.11 authentication and association to pass data traffic
to the RTLS engine. 

F. When tracking assets with passive RFID tags, some APs should be moved, or additional APs be added, to provide
more accurate triangulation and location services. 

Correct Answer: DE 

 

QUESTION 10

You captured the wireless frame shown in the exhibit during a post-deployment verification site survey. 

What can you tell the customer about this network? 

A. This is a video stream packet, and there is a QoS marking issue on the wired side, because the DSCP value should
not be set to 0. 

B. This is a voice control packet, and the configuration looks normal, as voice control may or may not have a DSCP tag. 

C. This is a video stream packet, and the configuration looks normal, as DSCP is always set to 0 when 802.11e QoS is
specified at Layer 2. 

D. This is a voice RTP packet, and its marking was downgraded from Voice to Video which is a sign of congestion
issues. 



Correct Answer: B 

 

QUESTION 11

After surveying for the ideal mounting locations for APs, you have been asked to compromise RF propagation
optimization due to aesthetic concerns raised by your customer. In the end, you\\'ve decided to mount the APs in the
ideal locations and paint the APs so they go unnoticed in the environment. 

What is a valid recommendation or consideration when painting APs? (Choose 2) 

A. Always use paints with metallic dye in them to prevent potential RF propagation impact. 

B. Do not paint the notification LEDs on the AP, but configure them to be dim or turned off altogether until
troubleshooting is required. 

C. Painting APs may void the product manufacturer\\'s warranty. 

D. Most AP models for indoor environments come in a variety of form factors and colors. Painting is never
recommended. 

E. Painting APs always introduces a fire and gas emissions hazard and should be avoided for all indoor APs. 

Correct Answer: BC 

 

QUESTION 12

As you plan a WLAN upgrade, you have assessed the network requirements and data signatures of your applications.
One of the popular applications used on your network requires high bandwidth and low to medium Wi-Fi loss, but can
tolerate moderate latency and jitter. 

What application matches this description? 

A. Voice 

B. Email 

C. Skype chat 

D. Video-on-demand 

E. Video conferencing 

F. FTP 

Correct Answer: D 
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