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QUESTION 1

Which statement about SOX is true? 

A. Section 404 of SOX is related to non IT compliance. 

B. It is a US law. 

C. It is an IEFT compliance procedure for computer systems security. 

D. It is an IEEE compliance procedure for IT management to produce audit reports. 

E. It is a private organization that provides best practices for financial institution computer systems. 

Correct Answer: B 

The Sarbanesxley Act of 2002 (Pub.L. 107?04, 116 Stat. 745, enacted July 30, 2002), also known as the "Public
Company Accounting Reform and Investor Protection Act" (in the Senate) and "Corporate and Auditing Accountability
and 

Responsibility Act" (in the House) and more commonly called Sarbanesxley, Sarbox or SOX, is a United States federal
law that set new or expanded requirements for all U.S. public company boards, management and public accounting
firms. 

There are also a number of provisions of the Act that also apply to privately held companies, for example the willful
destruction of evidence to impede a Federal investigation. 

Reference: https://en.wikipedia.org/wiki/Sarbanes%E2%80%93Oxley_Act 

 

QUESTION 2

Drag and drop the SMTP components on the left onto their corresponding roles on the right. 

Select and Place: 

Correct Answer: 



 

 

QUESTION 3

Which statement about Storm Control implementation on a switch is true? 

A. Storm Control does not prevent disruption due to unicast traffic. 

B. Storm Control is implemented as a global configuration. 

C. Storm Control uses the bandwidth and rate at which a packet is received to measure the activity. 

D. Storm Control uses the bandwidth and rate at which a packet is dispatched to measure the activity. 

E. Storm Control is enabled by default. 

Correct Answer: C 

 

QUESTION 4

Which statement about DNS is true? 

A. The client-server architecture is based on push-pull messages. 

B. Query and response messages have different format. 

C. In the DNS message header, the QR flag set to 1 indicates a query. 

D. In the DNS header, an Opcode value of 2 represents a server status request. 

E. In the DNS header, the Rcode value is set to 0 for format error. 

Correct Answer: D 

 

QUESTION 5



Which protocol is superseded by AES? 

A. DES 

B. RSA 

C. RC4 

D. MD5 

Correct Answer: A 

 

QUESTION 6

What type of attack consists of injecting traffic that is marked with the DSCP value of EF into the network? 

A. brute-force attack 

B. QoS marking attack 

C. DHCP starvation attack 

D. SYN flood attack 

Correct Answer: B 

 

QUESTION 7

Which statement is correct about the Cisco IOS Control Plane Protection feature? 

A. Control Plane Protection is restricted to the IPv4 or IPv6 input path. 

B. Traffic that is destined to the router with IP options will be redirected to the host control plane. 

C. Disabling CEF will remove all active control-plane protection policies. Aggregate control- plane policies will continue
to operate.? 

D. The open-port option of a port-filtering policy allows access to all TCP/UDP based services that are configured on the
router. 

Correct Answer: C 

 

QUESTION 8

Which three statements about VXLANs are true? (Choose three.) 

A. It requires that IP protocol 8472 be opened to allow traffic through a firewall. 

B. Layer 2 frames are encapsulated in IP, using a VXLAN ID to identify the source VM. 

C. A VXLAN gateway maps VXLAN IDs to VLAN IDs. 



D. IGMP join messages are sent by new VMs to determine the VXLAN multicast IP. 

E. A VXLAN ID is a 32-bit value. 

Correct Answer: BCD 

 

QUESTION 9

Which two statements about IPS signatures are true? (Choose two.) 

A. All of the built-in signatures are enabled by default. 

B. Tuned signatures are built-in signatures whose parameters are adjusted. 

C. Once the signature is removed from the sensing engine it cannot be restored 

D. It is recommended not to retire a signature that is not being used because then it cannot be restored. 

E. It is possible to define custom signatures. 

Correct Answer: BE 

 

QUESTION 10

The ASA can be configured to drop IPv6 headers with routing-type 0 using the MPF. Choose the correct configuration. 

A. policy-map type inspect ipv6 IPv6_PMAP match header routing-type eq 0 drop log 

B. policy-map type inspect icmpv6 ICMPv6_PMAP match header routing-type eq 0 drop log 

C. policy-map type inspect ipv6-header HEADER_PMAP match header routing-type eq 0 drop log 

D. policy-map type inspect http HEADER_PMAP match routing-header 0 drop log 

E. policy-map type inspect ipv6 IPv6_PMAP match header type 0 drop log 

F. policy-map type inspect ipv6-header HEADER_PMAP match header type 0 drop log 

Correct Answer: A 

 

QUESTION 11

Which two router configurations block packets with the type 0 routing header on the interface?(Choose two) A. Option A 



B. Option B 

C. Option C 



D. Option D 

E. Option E 

Correct Answer: BC 

 

 

QUESTION 12

Which command can be used on a Cisco IOS device to prevent it from being used as an amplifier in a fraggle attack? 

A. no service tcp-small-servers 

B. no service udp-small-servers 

C. no ip directed-broadcast 

D. no ip redirects 

Correct Answer: B 
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