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QUESTION 1

Robin, a professional hacker, targeted an organization\\'s network to sniff all the traffic. During this process. 

Robin plugged in a rogue switch to an unused port in the LAN with a priority lower than any other switch in the network
so that he could make it a root bridge that will later allow him to sniff all the traffic in the network. 

What is the attack performed by Robin in the above scenario? 

A. ARP spoofing attack 

B. VLAN hopping attack 

C. DNS poisoning attack 

D. STP attack 

Correct Answer: D 

STP prevents bridging loops in a redundant switched network environment. By avoiding loops, you can ensure that
broadcast traffic does not become a traffic storm. STP is a hierarchical tree-like topology with a "root" switch at the top.
A switch is elected as root based on the lowest configured priority of any switch (0 through 65,535). When a switch
boots up, it begins a process of identifying other switches and determining the root bridge. After a root bridge is elected,
the topology is established from its perspective of the connectivity. The switches determine the path to the root bridge,
and all redundant paths are blocked. STP sends configuration and topology change notifications and acknowledgments
(TCN/ TCA) using bridge protocol data units (BPDU). An STP attack involves an attacker spoofing the root bridge in the
topology. The attacker broadcasts out an STP configuration/topology change BPDU in an attempt to force an STP
recalculation. The BPDU sent out announces that the attacker\\'s system has a lower bridge priority. The attacker can
then see a variety of frames forwarded from other switches to it. STP recalculation may also cause a denial-of-service
(DoS) condition on the network by causing an interruption of 30 to 45 seconds each time the root bridge changes. An
attacker using STP network topology changes to force its host to be elected as the root bridge. 

switch 

 

QUESTION 2

Under what conditions does a secondary name server request a zone transfer from a primary name server? 

A. When a primary SOA is higher that a secondary SOA 

B. When a secondary SOA is higher that a primary SOA 



C. When a primary name server has had its service restarted 

D. When a secondary name server has had its service restarted 

E. When the TTL falls to zero 

Correct Answer: A 

 

QUESTION 3

What is the common name for a vulnerability disclosure program opened by companies In platforms such as
HackerOne? 

A. Vulnerability hunting program 

B. Bug bounty program 

C. White-hat hacking program 

D. Ethical hacking program 

Correct Answer: B 

Bug bounty programs allow independent security researchers to report bugs to an companies and receive rewards or
compensation. These bugs area unit sometimes security exploits and vulnerabilities, although they will additionally
embody method problems, hardware flaws, and so on. The reports area unit usually created through a program travel
by associate degree freelance third party (like Bugcrowd or HackerOne). The companies can got wind of (and run) a
program curated to the organization\\'s wants. Programs is also non-public (invite-only) wherever reports area unit
unbroken confidential to the organization or public (where anyone will sign in and join). they will happen over a collection
timeframe or with without stopping date (though the second possibility is a lot of common). Who uses bug bounty
programs?Many major organizations use bug bounties as an area of their security program, together with AOL, Android,
Apple, Digital Ocean, and goldman Sachs. you\\'ll read an inventory of all the programs offered by major bug bounty
suppliers, Bugcrowd and HackerOne, at these links. Why do corporations use bug bounty programs?Bug bounty
programs provide corporations the flexibility to harness an outsized cluster of hackers so as to seek out bugs in their
code. This gives them access to a bigger variety of hackers or testers than they\\'d be able to access on a one-on-one
basis. It {can also|also will|can even|may also|may} increase the probabilities that bugs area unit found and reported to
them before malicious hackers can exploit them. It may also be an honest publicity alternative for a firm. As bug
bounties became a lot of common, having a bug bounty program will signal to the general public and even regulators
that a corporation incorporates a mature security program. This trend is likely to continue, as some have began to see
bug bounty programs as an business normal that all companies ought to invest in. Why do researchers and hackers
participate in bug bounty programs?Finding and news bugs via a bug bounty program may end up in each money
bonuses and recognition. In some cases, it will be a good thanks to show real-world expertise once you are looking for
employment, or will even facilitate introduce you to parents on the protection team within an companies. This can be full
time income for a few of us, income to supplement employment, or the way to point out off your skills and find a full time
job. It may also be fun! it is a nice (legal) probability to check out your skills against huge companies and government
agencies. What area unit the disadvantages of a bug bounty program for independent researchers and hackers?A lot of
hackers participate in these varieties of programs, and it will be tough to form a major quantity of cash on the platform.
In order to say the reward, the hacker has to be the primary person to submit the bug to the program. meaning that in
apply, you may pay weeks searching for a bug to use, solely to be the person to report it and build no cash. Roughly
ninety seven of participants on major bug bounty platforms haven\\'t sold-out a bug. In fact, a 2019 report from
HackerOne confirmed that out of quite three hundred,000 registered users, solely around two.5% received a bounty in
their time on the platform. Essentially, most hackers are not creating a lot of cash on these platforms, and really few
square measure creating enough to switch a full time wage (plus they do not have advantages like vacation days,
insurance, and retirement planning). What square measure the disadvantages of bug bounty programs for
organizations?These programs square measure solely helpful if the program ends up in the companies realizeing issues



that they weren\\'t able to find themselves (and if they\\'ll fix those problems)! If the companies is not mature enough to
be able to quickly rectify known problems, a bug bounty program is not the right alternative for his or her companies.
Also, any bug bounty program is probably going to draw in an outsized range of submissions, several of which can not
be high-quality submissions. a corporation must be ready to cope with the exaggerated volume of alerts, and also the
risk of a coffee signal to noise magnitude relation (essentially that it\\'s probably that they\\'re going to receive quite few
unhelpful reports for each useful report). Additionally, if the program does not attract enough participants (or participants
with the incorrect talent set, and so participants are not able to establish any bugs), the program is not useful for the
companies. The overwhelming majority of bug bounty participants consider web site vulnerabilities (72%, per
HackerOn), whereas solely a number of (3.5%) value more highly to seek for package vulnerabilities. This is probably
because of the actual fact that hacking in operation systems (like network hardware and memory) needs a big quantity
of extremely specialised experience. this implies that firms may even see vital come on investment for bug bounties on
websites, and not for alternative applications, notably those that need specialised experience. This conjointly implies
that organizations which require to look at AN application or web site among a selected time-frame may not need to rely
on a bug bounty as there is no guarantee of once or if they receive reports. Finally, it are often probably risky to permit
freelance researchers to try to penetrate your network. this could end in public speech act of bugs, inflicting name harm
within the limelight (which could end in individuals not eager to purchase the organizations\\' product or service), or
speech act of bugs to additional malicious third parties, United Nations agency may use this data to focus on the
organization. 

 

QUESTION 4

You have successfully comprised a server having an IP address of 10.10.0.5. You would like to enumerate all machines
in the same network quickly. 

What is the best Nmap command you will use? 

A. nmap -T4 -q 10.10.0.0/24 

B. nmap -T4 -F 10.10.0.0/24 

C. nmap -T4 -r 10.10.1.0/24 

D. nmap -T4 -O 10.10.0.0/24 

Correct Answer: B 

 

QUESTION 5

The network team has well-established procedures to follow for creating new rules on the firewall. This includes having
approval from a manager prior to implementing any new rules. While reviewing the firewall configuration, you notice a
recently implemented rule but cannot locate manager approval for it. What would be a good step to have in the
procedures for a situation like this? 

A. Have the network team document the reason why the rule was implemented without prior manager approval. 

B. Monitor all traffic using the firewall rule until a manager can approve it. 

C. Do not roll back the firewall rule as the business may be relying upon it, but try to get manager approval as soon as
possible. 

D. Immediately roll back the firewall rule until a manager can approve it 

Correct Answer: D 



 

QUESTION 6

If executives are found liable for not properly protecting their company\\'s assets and information systems, what type of
law would apply in this situation? 

A. Criminal 

B. International 

C. Common 

D. Civil 

Correct Answer: D 

 

QUESTION 7

What is the following command used for? 

sqlmap.py-u ,,http://10.10.1.20/?p=1andforumaction=search" -dbs 

A. Creating backdoors using SQL injection 

B. A Enumerating the databases in the DBMS for the URL 

C. Retrieving SQL statements being executed on the database 

D. Searching database statements at the IP address given 

Correct Answer: A 

 

QUESTION 8

Mirai malware targets loT devices. After infiltration, it uses them to propagate and create botnets that then used to
launch which types of attack? 

A. MITM attack 

B. Birthday attack 

C. DDoS attack 

D. Password attack 

Correct Answer: C 

 

QUESTION 9

You work for Acme Corporation as Sales Manager. The company has tight network security restrictions. You are trying



to steal data from the company\\'s Sales database (Sales.xls) and transfer them to your home computer. Your company
filters and monitors traffic that leaves from the internal network to the Internet. How will you achieve this without raising
suspicion? 

A. Encrypt the Sales.xls using PGP and e-mail it to your personal gmail account 

B. Package the Sales.xls using Trojan wrappers and telnet them back your home computer 

C. You can conceal the Sales.xls database in another file like photo.jpg or other files and send it out in an innocent
looking email or file transfer using Steganography techniques 

D. Change the extension of Sales.xls to sales.txt and upload them as attachment to your hotmail account 

Correct Answer: C 

 

QUESTION 10

Leverox Solutions hired Arnold, a security professional, for the threat intelligence process. Arnold collected information
about specific threats against the organization. From this information, he retrieved contextual information about security
events and incidents that helped him disclose potential risks and gain insight into attacker methodologies. He collected
the information from sources such as humans, social media, and chat rooms as well as from events that resulted in
cyberattacks. In this process, he also prepared a report that includes identified malicious activities, recommended
courses of action, and warnings for emerging attacks. What is the type of threat intelligence collected by Arnold in the
above scenario? 

A. Strategic threat intelligence 

B. Tactical threat intelligence 

C. Operational threat intelligence 

D. Technical threat intelligence 

Correct Answer: C 

 

QUESTION 11

What would be the purpose of running "wget 192.168.0.15 -q -S" against a web server? 

A. Performing content enumeration on the web server to discover hidden folders 

B. Using wget to perform banner grabbing on the webserver 

C. Flooding the web server with requests to perform a DoS attack 

D. Downloading all the contents of the web page locally for further examination 

Correct Answer: B 

 

QUESTION 12



jane invites her friends Alice and John over for a LAN party. Alice and John access Jane\\'s wireless network without a
password. However. Jane has a long, complex password on her router. What attack has likely occurred? 

A. Wireless sniffing 

B. Piggybacking 

C. Evil twin 

D. Wardriving 

Correct Answer: C 

An evil twin may be a fraudulent Wi-Fi access point that appears to be legitimate but is about up to pay attention to
wireless communications.[1] The evil twin is that the wireless LAN equivalent of the phishing scam.This type of attack
could also be wont to steal the passwords of unsuspecting users, either by monitoring their connections or by phishing,
which involves fixing a fraudulent internet site and luring people there.The attacker snoops on Internet traffic employing
a bogus wireless access point. Unwitting web users could also be invited to log into the attacker\\'s server, prompting
them to enter sensitive information like usernames and passwords. Often, users are unaware they need been duped
until well after the incident has occurred.When users log into unsecured (non- HTTPS) bank or e-mail accounts, the
attacker intercepts the transaction, since it\\'s sent through their equipment. The attacker is additionally ready to hook up
with other networks related to the users\\' credentials.Fake access points are found out by configuring a wireless card to
act as an access point (known as HostAP). they\\'re hard to trace since they will be shut off instantly. The counterfeit
access point could also be given an equivalent SSID and BSSID as a close-by Wi-Fi network. The evil twin are often
configured to pass Internet traffic through to the legitimate access point while monitoring the victim\\'s connection, or it
can simply say the system is temporarily unavailable after obtaining a username and password. 
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