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QUESTION 1

An engineer is configuring sponsored guest access and needs to limit each sponsored guest to a maximum of two
devices. There are other guest services in production that rely on the default guest types. How should this configuration
change be made without disrupting the other guest services currently offering three or more guest devices per user? 

A. Create an ISE identity group to add users to and limit the number of logins via the group configuration. 

B. Create a new guest type and set the maximum number of devices sponsored guests can register 

C. Create an LDAP login for each guest and tag that in the guest portal for authentication. 

D. Create a new sponsor group and adjust the settings to limit the devices for each guest. 

Correct Answer: D 

 

 

QUESTION 2

A network administrator notices that after a company-wide shut down, many users cannot connect their laptops to the
corporate SSID. What must be done to permit access in a timely manner? 

A. Connect this system as a guest user and then redirect the web auth protocol to log in to the network. 

B. Allow authentication for expired certificates within the EAP-TLS section under the allowed protocols. 

C. Add a certificate issue from the CA server, revoke the expired certificate, and add the new certificate in system. 

D. Authenticate the user\\'s system to the secondary Cisco ISE node and move this user to the primary with the
renewed certificate. 

Correct Answer: D 

 

QUESTION 3

An engineer is configuring a guest password policy and needs to ensure that the password complexity requirements are
set to mitigate brute force attacks. Which two requirements complete this policy? (Choose two.) 

A. minimum password length 

B. active username limit 

C. access code control 

D. password expiration period 

E. username expiration date 

Correct Answer: AD 



 

 

QUESTION 4

While configuring Cisco TrustSec on Cisco IOS devices the engineer must set the CTS device ID and password in order
for the devices to authenticate with each other. However after this is complete the devices are not able to property
authenticate 

What issue would cause this to happen even if the device ID and passwords are correct? 

A. The device aliases are not matching 

B. The 5GT mappings have not been defined 

C. The devices are missing the configuration cts credentials trustsec verify 1 

D. EAP-FAST is not enabled 

Correct Answer: B 

 

QUESTION 5

Which port does cisco ISE use for native supplicant provisioning of a windows computer? 

A. TCP/UDP 8905 

B. TCP 8443 

C. TCP/UDP 8909 

D. TCP 443 

Correct Answer: A 

 

 

QUESTION 6

What happens when an internal user is configured with an external identity store for authentication, but an engineer
uses the Cisco ISE admin portal to select an internal identity store as the identity source? 

A. Authentication is redirected to the internal identity source. 

B. Authentication is redirected to the external identity source. 

C. Authentication is granted. 

D. Authentication fails. 

Correct Answer: D 



 

QUESTION 7

An engineer is configuring the remote access VPN to use Cisco ISE for AAA and needs to conduct posture checks on
the connecting endpoints After the endpoint connects, it receives its initial authorization result and continues onto the
compliance scan 

What must be done for this AAA configuration to allow compliant access to the network? 

A. Configure the posture authorization so it defaults to unknown status 

B. Fix the CoA port number 

C. Ensure that authorization only mode is not enabled 

D. Enable dynamic authorization within the AAA server group 

Correct Answer: D 

 

QUESTION 8

A network administrator has just added a front desk receptionist account to the Cisco ISE Guest Service sponsor group.
Using the Cisco ISE Guest Sponsor Portal, which guest services can the receptionist provide? 

A. Authenticate guest users to Cisco ISE. 

B. Keep track of guest user activities. 

C. Create and manage guest user accounts. 

D. Configure authorization setting for guest users. 

Correct Answer: C 

 

 

QUESTION 9

What service can be enabled on the Cisco ISE node to identity the types of devices connecting to a network? 

A. MAB 

B. profiling 

C. posture 

D. central web authentication 

Correct Answer: B 

 



 

QUESTION 10

An administrator is configuring a Cisco ISE posture agent in the client provisioning policy and needs to ensure that the
posture policies that interact with clients are monitored, and end users are required to comply with network usage rules
Which two resources must be added in Cisco ISE to accomplish this goal? (Choose two) 

A. AnyConnect 

B. Supplicant 

C. Cisco ISE NAC 

D. PEAP 

E. Posture Agent 

Correct Answer: AE 

https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnec
t_Administrator_Guide4-0/configure-posture.html https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b
_ISE_admin_guide_24/m_configure_client_provisioning.html#task_D1C2E8ECE1D54D259C01BCBF0A5822F1 

 

QUESTION 11

An engineer is working with a distributed deployment of Cisco ISE and needs to configure various network probes to
collect a set of attributes from the used to accomplish this task? 

A. policy service 

B. monitoring 

C. pxGrid 

D. primary policy administrator 

Correct Answer: B 

 

QUESTION 12

Refer to the exhibit. 

An engineer is configuring a client but cannot authenticate to Cisco ISE During troubleshooting, the show authentication
sessions command was issued to display the authentication status of each port 



Which command gives additional information to help identify the problem with the authentication? 

A. show authentication sessions 

B. show authentication sessions Interface Gil/0/1 output 

C. show authentication sessions interface Gi1/0/1 details 

D. show authentication sessions output 

Correct Answer: C 
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