
 

 

 

 

Vendor:Symantec

Exam Code:250-315

Exam Name:Administration of Symantec Endpoint
Protection 12.1

Version:Demo

 

 



QUESTION 1

Which task should an administrator perform to troubleshoot operation of the Symantec Endpoint Protection embedded
database? 

A. verify that dbsrv11.exe is listening on port 2638 

B. check whether the MSSQLSERVER service is running 

C. verify the sqlserver.exe service is running on port 1433 

D. check the database transaction logs in X:\Program Files\Microsoft SQL server 

Correct Answer: A 

 

QUESTION 2

Employees of an accounting company often take their notebooks to customer sites. The administrator needs to apply a
different firewall policy when the notebooks are disconnected from the accounting company\\'s network. 

What must the administrator configure to use the two different policies? 

A. Groups 

B. Domains 

C. Sites 

D. Locations 

Correct Answer: B 

 

QUESTION 3

When can an administrator add a new replication partner? 

A. immediately following the first LiveUpdate session of the new site 

B. during a Symantec Endpoint Protection Manager upgrade 

C. during the initial install of the new site 

D. immediately following a successful Active Directory sync 

Correct Answer: C 

 

QUESTION 4

An administrator plans to implement a multi-site Symantec Endpoint Protection (SEP) deployment. The administrator



needs to determine whether replication is viable without needing to make network firewall changes or change defaults in
SEP. 

Which port should the administrator verify is open on the path of communication between the two proposed sites? 

A. 1433 

B. 2967 

C. 8014 

D. 8443 

Correct Answer: D 

 

QUESTION 5

An organization employs laptop users who travel frequently. The organization needs to acquire log data from these
Symantec Endpoint Protection clients periodically. This must happen without the use of a VPN. 

Internet routable traffic should be allowed to and from which component? 

A. Group Update Provider (GUP) 

B. LiveUpdate Administrator Server (LUA) 

C. Symantec Endpoint Protection Manager (SEPM) 

D. IT Analytics Server (ITA) 

Correct Answer: C 

 

QUESTION 6

Which tool should an administrator use to discover and deploy the Symantec Endpoint Protection client to new
computers? 

A. Unmanaged Detector 

B. Client Deployment Wizard 

C. Communication Update Package Deployment 

D. Symantec Endpoint Discovery Tool 

Correct Answer: B 

 

QUESTION 7

An administrator is troubleshooting a Symantec Endpoint Protection (SEP) replication. 



Which component log should the administrator check to determine whether the communication between the two sites is
working correctly? 

A. Apache Web Server 

B. Tomcat 

C. SQL Server 

D. Group Update Provider (GUP) 

Correct Answer: B 

 

QUESTION 8

What is the file scan workflow order when Shared Insight Cache and reputation are enabled? 

A. Symantec Insight > Shared Insight Cache server > local client Insight cache 

B. Local client Insight cache > Shared Insight Cache server > Symantec Insight 

C. Shared Insight Cache server > local client Insight cache > Symantec Insight 

D. Local client Insight cache > Symantec Insight > Shared Insight Cache server 

Correct Answer: B 

 

QUESTION 9

An administrator needs to increase the access speed for client files that are stored on a file server. Which configuration
should the administrator review to address the read speed from the server? 

A. Enable Network Cache in the client\\'s Virus and Spyware Protection policy 

B. Add the applicable server to a trusted host group 

C. Create a Firewall allow rule for the server\\'s IP address 

D. Enable download randomization in the client group\\'s communication settings 

Correct Answer: A 

 

QUESTION 10

Which Symantec Endpoint Protection technology blocks a downloaded program from installing browser plugins? 

A. Intrusion Prevention 

B. SONAR 

C. Application and Device Control 



D. Tamper Protection 

Correct Answer: C 

 

QUESTION 11

A system running Symantec Endpoint Protection is assigned to a group with client user interface control settings set to
mixed mode with Auto-Protect options set to Client. The user on the system is unable to turn off Auto-Protect. 

What is the likely cause of this problem? 

A. Tamper protection is enabled. 

B. System Lockdown is enabled. 

C. Application and Device Control is configured. 

D. The padlock on the enable Auto-Protect option is locked. 

Correct Answer: D 

 

QUESTION 12

Which Symantec Endpoint Protection Management (SEPM) database option is the default for deployments of fewer
than 1,000 clients? 

A. EmbeddeD. Using the Sybase SQL Anywhere database that comes with the product 

B. On SEPM: Installing Microsoft SQL on the same server as the SEPM 

C. External to SEPM: Using a preexisting Microsoft SQL server in the environment 

D. EmbeddeD. Using the Microsoft SQL database that comes with the product 

Correct Answer: A 
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