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QUESTION 1

During which phase of the forensic process is data that is related to a specific event labeled and recorded to preserve its
integrity? 

A. collection 

B. examination 

C. reporting 

D. investigation 

Correct Answer: A 

 

QUESTION 2

Which string matches the regular expression r(ege)+x? 

A. rx 

B. regeegex 

C. r(ege)x 

D. rege+x 

Correct Answer: B 

 

QUESTION 3

In the context of incident handling phases, which two activities fall under scoping? (Choose two.) 

A. determining the number of attackers that are associated with a security incident 

B. ascertaining the number and types of vulnerabilities on your network 

C. identifying the extent that a security incident is impacting protected resources on the network 

D. determining what and how much data may have been affected 

E. identifying the attackers that are associated with a security incident 

Correct Answer: CD 

 

QUESTION 4

Which incident handling phase contains evidence gathering and handling? 



A. containment, eradication, and recovery 

B. identification 

C. post incident 

D. preparation 

Correct Answer: C 

 

QUESTION 5

What is a listening port? 

A. A port that remains open and waiting for incoming connections 

Correct Answer: A 

 

QUESTION 6

Where do you navigate in Wireshark to download files? 

A. File > Export text 

B. File > Export Binaries 

C. File > Export Files 

D. File > Export Objects 

Correct Answer: D 

 

QUESTION 7

Which two goals of data normalization are true? (Choose two.) 

A. Eliminate update anomalies. 

B. Eliminate redundant data. 

C. Increase integrity of data. 

D. Increase redundancy of data. 

E. Increase data availability. 

Correct Answer: BC 

 

 



QUESTION 8

Which CVSS Attach Vector metric value means that the vulnerable component is not bound to the network stack and
the path of the attacker is via read/write/execute capabilities? 

A. network 

B. physical 

C. local 

D. adjacent 

Correct Answer: C 

Reference: https://www.first.org/cvss/specification-document 

 

QUESTION 9

Employees are allowed access to internal websites. An employee connects to an internal website and IDS reports it as
malicious behavior. What is this example of? 

A. true positive 

B. false negative 

C. false positive 

D. true negative 

Correct Answer: C 

 

QUESTION 10

Which of the following is an example of a managed security offering where incident response experts monitor and
respond to security alerts in a security operations center (SOC)? 

A. Cisco CloudLock 

B. Cisco\\'s Active Threat Analytics (ATA) 

C. Cisco Managed Firepower Service 

D. Cisco Jasper 

Correct Answer: B 

 

QUESTION 11

When evidence is collected, what does NIST SP800-86 specify as a guideline to follow for the order of collection? 



A. order of volatility 

B. order of importance 

C. most difficult to access first 

D. least difficult to access first 

Correct Answer: B 

 

QUESTION 12

Which of the following is one of the main goals of data normalization? 

A. To save duplicate logs for redundancy 

B. To purge redundant data while maintaining data integrity 

C. To correlate IPS and IDS logs with DNS 

D. To correlate IPS/IDS logs with firewall logs 

Correct Answer: B 
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