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QUESTION 1

Which Citrix Web App Firewall engine setting can a Citrix Engineer use to ensure that protections are applied in the
event that an advanced policy expression cannot be evaluated as either WTrue\\' or \'False\\'?

A. Undefined profile
B. Session Limit

C. Default profile

D. Entity Decoding

Correct Answer: B

QUESTION 2

A Citrix Engineer needs to set up access to an internal application for external partners.

Which two entities must the engineer configure on the Citrix ADC to support this? (Choose two.)
A. SAML Policy

B. SAMLIdP Profile

C. SAMLIdP Policy

D. SAML Action

Correct Answer: AB

Reference: https://www.citrix.com/blogs/2015/04/09/how-to-use-saml-authentication-with- storefront-2-6/

QUESTION 3

Which Front End Optimization technique reduces the number of files to be requested for download?
A. Minify

B. Shrink to Attributes

C. Inlining

D. Domain Sharding

Correct Answer: A




QUESTION 4

Scenario: A Citrix Engineer has configured Integrated Caching to improve application performance. Within hours, the
Citrix ADC appliance has run out of memory.

Which Content Group setting can the engineer configure to show the caching process until a need is demonstrated?
A. Maximum memory usage limit

B. Quick Abort Size

C. Do not cache ?if hits are less than

D. Do not cache ?if size exceeds

Correct Answer: A

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/integrated- caching.html

QUESTION 5

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form
using Notepad++ to format the page which will capture the user\\'s credentials.

To which folder on the Citrix ADC will the engineer need to upload this form?

A. [flash/nsconfig/loginschema/LoginSchema

B. /var/netscaler

C. /flash/nsconfig/loginschema

D. var

Correct Answer: A

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/system/authentication- andauthorization-for- system-
user/two-factor-authentication-for-system-users-and- external-users.html

QUESTION 6

What can a Citrix Engineer implement to protect against the accidental disclosure of personally identifiable information
(PI)?

A. Form Field Consistency
B. HTML Cross-Site Scripting
C. Safe Object

D. Cookie Consistency



Correct Answer: C

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/form- protections/ form- field-
consistency-check.html

QUESTION 7

Scenario: A Citrix Engineer creates a Responder policy to redirect users attempting to access an application protected
with Citrix Web App Firewall. Instead of being redirected, users are seeing an "Access Denied\\' page.

This is happening because Citrix Web App Firewall is processed. (Choose the correct option to complete the sentence.)
A. before Responder, and the redirection is invalid

B. after Responder, but the violation is applied to prevent access

C. before Responder, and a violation is occurring

D. after Responder, and the redirection is invalid

Correct Answer: C

QUESTION 8

Scenario: A Citrix Engineer is implementing Citrix Web App Firewall to protect a new web application. The engineer has
created a profile, configured the relaxation rules, and applied signature protections. Additionally, the engineer has
assigned the profile to a policy and bound the policy to the application.

What is the next step for the engineer in protecting the web application?

A. Update the global default Citrix Wed App Firewall profile with the new signature file.

B. Enable the Signature Auto-Update feature.

C. Enable logging on key protections.

D. Test the web application protections with a group of trusted users.

Correct Answer: B

Reference: https://docs.citrix.com/en-us/tech-zone/learn/poc-guides/citrix-waf- deployment.html

QUESTION 9

Scenario: A Citrix Engineer reviewed the log files of a web application and found the error message below: "Unable to
complete request Unrecognized field cext2_price>" Which protection can the engineer implement to prevent this error
from happening?

A. Form Field Consistency

B. Cross-Site Request Forgeries (CSRF)



C. HTML SQL Injection
D. HTML Cross-Site Scripting (XSS)

Correct Answer: A

QUESTION 10

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. The engineer enables the
Learn action for the Start URL, HTML, Cross-Site Scripting, and HTML SQL Injection protections. The engineer assigns
this profile to a policy, which is then bound to the virtual server.

Which two items can the engineer check to determine that the Learn action is NOT capturing any rules? (Choose two.)

A. The HTML Error Object is configured for the profile.

B. Enough space is left on the /flash file system.

C. The aslearn process is running on the Citrix ADC appliance.

D. The Learn database is less than 20 MB.

Correct Answer: AC

QUESTION 11

Which variable will display the client\\'s source IP address when added to an HTML Error Object page?
AS

B. ${CUENT.IPSRC}

C. $(CLIENT.1P.SRC)

D. $[CLIENT.IP.SRC]

Correct Answer: B

QUESTION 12

What is required for Implementing to the Citrix Application Delivery Management (ADM) Service?
A. Citrix Hypervisor

B. Citrix Cloud subscription

C. Citrix Virtual Apps and Desktops

D. Citrix ADC Instances

Correct Answer: B
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