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QUESTION 1

Scenario: A Citrix Engineer has configured LDAP group extraction on the NetScaler Management and Analytics System
(NMAS) for the administration. The engineer observes that extraction is NOT working for one of the five configured
groups. 

What could be the cause of the issue? 

A. The admin bind user has read-only permissions on the LDAP server. 

B. The NMAS group does NOT match the one on the external LDAP servers. 

C. The LDAP bind DN is incorrectly configured in the LDAP profile. 

D. The user group extraction is NOT supported with plaintext LDAP. 

Correct Answer: B 

 

QUESTION 2

Scenario: A Citrix Engineer has configured NetScaler Management and Analytics System (NMAS) with the default
settings. In this configuration, the total number of virtual servers is lower than the number of installed virtual server
licenses. 

Which type of virtual server will NOT be automatically licensed by the NMAS on discovered instances? 

A. Non-addressable virtual server 

B. Load Balancing virtual server 

C. SSL Offload virtual server 

D. Content Switching virtual server 

Correct Answer: A 

 

 

QUESTION 3

Which content type takes the maximum advantage of web caching mechanisms to boost performance? 

A. Pseudo-Dynamic Content 

B. Pseudo-Static Content 

C. Static Content 

D. Dynamic Content 

Correct Answer: D 



 

QUESTION 4

Which Markup Language is used along with NITRO API to create a StyleBook? 

A. YAML 

B. GML 

C. XML 

D. HTML 

Correct Answer: A 

 

 

QUESTION 5

A Citrix Engineer has determined that users are able to access random URLs on a web site through bookmarks and by
manually typing in the URLs to skip the pages required to reach that part of the website. 

Which two checks can the engineer enable to prevent this attack? (Choose two.) 

A. Form Field Consistency 

B. Deny URL 

C. Start URL 

D. Buffer overflow 

E. HTML Cross-site scripting 

Correct Answer: CD 

 

 

QUESTION 6

Scenario: A Citrix Engineer needs to set up a NetScaler Web Logging (NSWL) client system for logging. The engineer
attempted to start the NSWL service on the client system and found that the service is NOT starting. 

What could be causing this issue? 

A. TCP 3011 is NOT open between the NetScaler SNIP and the NSWL client. 

B. log.conf file is NOT properly configured on the NSWL client. 

C. Web Logging feature is NOT installed on the NetScaler. 

D. "nswl-verify" command has NOT yet been run on the NSWL client. 



Correct Answer: D 

 

 

QUESTION 7

The NetScaler Management and Analytics System (NMAS) collects inventory from the instance by sending a(n)
____________ request. (Choose the correct option to complete the sentence.) 

A. AppFlow 

B. NITRO 

C. SNMP 

D. HTTP 

Correct Answer: B 

 

 

QUESTION 8

A company has experienced an outage of their mission-critical website. Upon investigation, the Citrix Engineer
determines that the following command was executed on the website: 

DROP TABLE table_name 

Which security check would have prevented this issue? 

A. HTML SQL Injection 

B. Form Field Consistency 

C. HTML Cross-Site Scripting 

D. Field Formats 

Correct Answer: A 

 

QUESTION 9

Scenario: A Citrix Engineer configured an HTTP Denial-of-Service (DoS) protection policy by setting the Surge Queue
depth to 300. The surge queue reaches a size of 308, triggering the NetScaler "attack" mode. The HTTP DoS window
mechanism is left at the default size which, when reached, will trigger "noattack" mode. 

Which queue depth value must the Surge Queue be to trigger the "no-attack" mode? 

A. size should be less than 280. 

B. size should be 300. 



C. size should be 290. 

D. size should be between 280 and 300. 

Correct Answer: A 

 

 

QUESTION 10

Scenario: A Citrix Engineer has configured Application Firewall and enabled it in learning mode. However, the
Application Firewall database is reaching full capacity due to excessive requests. 

What can the engineer configure to mitigate this issue? 

A. Enable learning only on XML based profiles. 

B. Increase NetScaler hard drive capacity. 

C. Configure caching policies. 

D. Configure Trusted Learning Clients. 

Correct Answer: D 

 

QUESTION 11

A Citrix Engineer needs to migrate the NetScaler Insight Center virtual appliance to NetScaler Management and
Analytics System (NMAS). 

Which two actions should be met before migrating the NetScaler Insight Center virtual appliance to NMAS? (Choose
two.) 

A. Install NetScaler Insight Center 11.1 Build 47.14 or later. 

B. Install NetScaler MAS License on the NMAS. 

C. Download the NetScaler MAS build to the /var/mps/mps_images. 

D. Remove the NetScaler instances added to the Insight Center. 

E. Migrate the NMAS virtual machine to XenServer. 

Correct Answer: AC 

 

 

QUESTION 12

A Citrix Engineer is considered that malicious users could exploit a web system by sending a large cookie. Which
security check can the engineer implement to address this concern? 



A. Field Formats 

B. Content-type 

C. Buffer Overflow 

D. Start URL 

Correct Answer: C 
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