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QUESTION 1

Which of the following errors most commonly occurs when responding to a security breach? 

A. Shutting down network access using the firewall, rather than the network router 

B. Adhering to the company policy rather than determining actions based on the IT manager\\'s input 

C. Making snap judgments based on emotions, as opposed to company policy 

D. Taking too much time to document the attack 

Correct Answer: C 

 

QUESTION 2

Which of the following details should be included in documentation of an attack? 

A. An overview of the security policy and suggestions for the next response plan 

B. Estimates of how much the attack cost the company, and a list of the applications used by the attacker 

C. The time and date of the attack, and the names of employees who were contacted during the response 

D. The network resources involved in the attack, and recommendations for thwarting future attacks 

Correct Answer: C 

 

QUESTION 3

Which of the following is most likely to pose a security threat to a Web server? 

A. CGI scripts 

B. Database connections 

C. Flash or Silverlight animation files 

D. LDAP servers 

Correct Answer: A 

 

QUESTION 4

Consider the following image of a packet capture: 



Which of the following best describes the protocol used, along with its primary benefit? 

A. It is a passive FTP session, which is easier for firewalls to process. 

B. It is an active FTP session, which is necessary in order to support IPv6. 

C. It is an extended passive FTP session, which is necessary to support IPv6. 



D. It is an active FTP session, which is supported by all FTP clients. 

Correct Answer: A 

 

QUESTION 5

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use? 

A. Asymmetric 

B. PGP 

C. Hash 

D. Symmetric 

Correct Answer: D 

 

QUESTION 6

Which of the following standards is used for digital certificates? 

A. DES 

B. Diffie-Hellman 

C. X.509 

D. RC5 

Correct Answer: C 

 

QUESTION 7

Irina has contracted with a company to provide Web design consulting services. The company has asked her to use
several large files available via an HTTP server. The IT department has provided Irina with user name and password, as
well as the DNS name of the HTTP server. She then used this information to obtain the files she needs to complete her
task using Mozilla Firefox. Which of the following is a primary risk factor when authenticating with a standard HTTP
server? 

A. HTTP usescleartext transmission during authentication, which can lead to a man-in-the- middle attack. 

B. Irina has used the wrong application for this protocol, thus increasing the likelihood of a man-in- the-middle attack. 

C. A standard HTTP connection uses public-key encryption that is not sufficiently strong, inviting the possibility of a man-
in-the-middle attack. 

D. Irina has accessed the Web server using a non-standard Web browser. 



Correct Answer: A 

 

QUESTION 8

You have determined that the company Web server has several vulnerabilities, including a buffer overflow that has
resulted in an attack. The Web server uses PHP and has direct connections to an Oracle database server. It also uses
many CGI scripts. Which of the following is the most effective way to respond to this attack? 

A. Installing software updates for the Web server daemon 

B. Using the POST method instead of the GET method for a Web form 

C. Installing an intrusion detection service to monitor logins 

D. Using the GET method instead of the POST method for a Web form 

Correct Answer: A 

 

QUESTION 9

At what layer of the OSI/RM does a packet filter operate? 

A. Layer 1 

B. Layer 3 

C. Layer 5 

D. Layer 7 

Correct Answer: B 

 

QUESTION 10

Which of the following activities is the most effective at keeping the actions of nae end users from putting the
company\\'s physical and logicalWhich of the following activities is the most effective at keeping the actions of na?e end
users from putting the company\\'s physical and logical resources at risk? 

A. Configuring network intrusion-detection software to monitor end user activity 

B. Conducting a training session at the time of hire 

C. Reconfiguring the network firewall 

D. Assembling a team of security professionals to monitor the network 

Correct Answer: B 

 

QUESTION 11



Consider the following diagram: 

Which of the following best describes the protocol activity shown in the diagram, along with the most likely potential
threat that accompanies this protocol? 

A. The ICMP Time Exceeded message, with the threat of a denial-of-service attack 

B. The SIP three-way handshake, with the threat of a buffer overflow 

C. The TCP three-way handshake, with the threat of a man-in-the-middle attack 

D. The DNS name query, with the threat of cache poisoning 

Correct Answer: C 

 

QUESTION 12

Consider the following series of commands from a Linux system: iptables -A input -p icmp -s 0/0 ? 0/0 -j REJECT Which
explanation best describes the impact of the resulting firewall ruleset? 

A. Individuals on remote networks will no longer be able to use SSH to control internal network resources. 

B. Internal hosts will not be able to ping each other using ICMP. 

C. Stateful multi-layer inspection has been enabled. 

D. Individuals on remote networks will not be able to use ping to troubleshoot connections. 

Correct Answer: D 
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